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<script>
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function onClickApp(url) {

var clickedAt = +new Date;
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{

location.href = appstoreUrl;

}, 1500);

}
location.href = url;

</script>
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T2 o]do] WwE3I "sNPAPI ¢ #&H 7zl ohjjA” o]Llo] NPAPI

7ss AT = Jde HA P Tl dgk HE A
Aas fgt i Y Aoy Ay =2 ads AFSHAE T
7| &2 o2 NPAPI oA 7l #dsfiAs §§ A8 )
7] Ao o= gE 7Es 3
28 o W EF 29 (stackoverflow) 2 7R Alo]E ARE FHidte= AL

Asta glek.

2
~
>
N
N
N
=
>
>
=

V)

g3 A2 FEsw A =

Lk =] NPAPIL 0 - 7 QhilA] Qof

NPAPI 7} bk ol uhe} 7]l 724 G AA 2 NPAPI S22l ej&std
e AT 5 A Sl

__IZ__
AWl NPAPI AME At} i §) 7]

Ao Fgo 4 FF 7N 7]=HMTL. CSS, JS)S i M=nrx
Wiell A Sete]AdE Az ES O] At AH3teirt. whep 4 A=nbs 9o

sl
A
el o HTe Wew S A9 T @ «AF B 767 w+App

APL7F ARAR 08 7156l @ Hee AFd,

2015 d 4 ¥5E A7 NPAPI A 9S 7|2dA o2 vj@dAdstatar 9lown,
IEF ¥ Z2EojoA NPAPI &8s 8= st & Z=a9s AAsta
otk AREA B ZIdEelAl 9IAR NPAPL & AHEE F dE sAo=

%

T2 chrome://flags/#enable-npapi 719 %3 NPAPI &8 128 A}



= WAS o AR ¢ ok ey 2015 9 9 @ o] Fell= Al S

X
o,

=
3 NPAPI A 715& 93] 24T o Holrt,
* https://developer.chrome.com/extensions

«* https://developer.chrome.com/extensions/api_index

o} Beke-A PR} =2 S 7)<
Bepg-A HR ool o] NPAPI & iAld + A& Zead 71+ 9 &%
714 AR
o 72 Ylolg B ZFglo]dENaCl, PNaCl), Ax3 <91 uolgH wHAA
APl 59 A& #A%sta gt
o A7 WebGL, Web Sockets, Web RTC, asm.js 5= &8 & A&
Aastal ik,
« ofE: 7= NPAPI & Ab&atAnt Boh 58 meldte] AHES H4s)heta

HTML5 1 < w2l o2 7jwta AS AAsaL A},

il

« 292} 7] NPAPL & AFE3HAITE Bl 58 18t A& gt
HTML5 1} PPAPI & 7|itst A At ot
o HlO|ARATE: Edge HARE HTMLL T+ A4S AAstn go.(o)1&

IE ol A& ActiveX A 9)
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<3 3-1> NPAPI th#] 7)<

o HTML5 Media Elements : HTML5 ¥52 <audio>, <video> <
YUEE AFsh i A5 <canvas>9 &7 AR (4 -

A Video FX Chrome Experiment)

ax « WebRTC : Peerzt AAZF F2l& 93] AAENSM

AAZE wto], dHloJge] grolH AEZW Al ARE- 7}

o

* Silverlight®] Smooth Streaming << QuickTime?] HTTP Live
Streaming@} #o] EW oA Z}7ke] AREAREol Al HEEA o=

Adaptive Streaming ~EAT B 5 Qe 7%

(DASH T
) .
H]?j‘o% o HTML Media 2] E2] Media Source Extension® & & 7}

[¢)

e WebRTC o|A #|&-%]+= JavaScript APIZ ©]-&3}] 448 7}

SLA)F 8] ©
sl (<] : Cube Slam Chrome Experiment)
DRM » EME(Encrypted Media Extensions) ¥52% HTML5 videool
(Digital Rights DRM A4 7Fs3, 370 93 WebME 0|34 vt]e 4
Management) 849 mro] & 715 AR Sl
o WebVTTS <video> E719] 8}l AHESQI <track> 7484
2 et £ o]g3ste] HTML oAl Azt Alst 92 E zjut 7]5-S F71et
T e
vlo]Ej 5.
of ZgAlo] A=} - o IE o 1 3% 34 Native Messaging APIE A& 4= 9l&

o ARV A

o Native Client(NaC)¢] &2 ZE Ao /L 37 ALE

AY 2 3D - e = 7
o WebGL 0.2 3D 119 714 715 A&
1o} _ o TLS 2 #8S dFsy F50= Web Crypto 5 AHES A

Z

o U7, mlola s} 2 AREAF PCY 9F- Ao digh A&
Media Capture 22 ¢ 75

« USB st=glofo] digh dax 9 BERFA A5 dA|2s7] §
8l &8 & 13 API(chrome.usb, chrome.bluetooth) AH&-

sh=glo] A -

Sl 714 ~ ¢ Desktop Capture & o|-&slo] ZA| shd A 715
= A o Tabs AP captureVisibleTabsZ o] &-ate] 7§ & A 7%
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2. NPAPI U] AR st 2 57

U W7 F2 200 o AL]E F 78 ) AlelECA 241 7He] NPAPI =
AbEStaL gle, Fo AR Ve AA, Hob, AT, A, HEw Lo,
T A, PCAloJ(vt=7F7] X, A Alo]), AAZA (I x B4, AlA 89l
Z9)o] AFEE drh. EepHZE X Ho| NPAPI & 7Hd ®o] AMgsta
qom, AA, HF AT VTS Wol AMEEE 8 ol FHAR ol

ARE-skaL Sl

NPAPI & AF§3h AfolE tii-ito] 1 N
A4 NPAPI & 7lsb)mcks 9 746l 715e] Z@slo] gk 497t

W71 200t AFo]E NPAPI ARE- 4=

AR AT, AAZAA) 123 51.0%
HOHWAL wsid 2191 Hok 7|RE Heb 56 23.2%
AYAL A) 26 12.8%
QAT(EQ el A B 13 10.8%
715 Hejr ool Ay, 94, =4 A 9 3.7%
NARL s senss g% e e, ns 99 e,
Q=) 8 3.3%
PCAIOJ (A 2281 AR &1, 42| s #a)) 6 2.5%
AAREAMGEA 2, d5s), £9) -
7IENAE A -
Al 241(100%)

23 : @ e 9, NPAPI ALE A Aej2At 2t
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<3 3-3> =h] NPAPI AME- &3} 2 Ho}

1 WP gldlo|E SandBox Plugin think=bowl 41 179
2 AR2AA INISAFE CrossWeb NP Plugin M 30 12%
AA
3 ARAA INICIS INIPay Plugin ofUANZ= 15 g%
4 RO 29 B Veraport Mozlla Plugin HIEEEE g 499
5 ARAA KCP FACIHAA 19 499
AA|
6 AAAA LG Uplus XPay Plugin (npRuntime) LG U+ 11 4.5%
7 F|REHok TouchEnKey for Multi-Browser ERRI 10 [4.1%
Hotk ) .
8 2] Hl A AhnLab Online Security e 8 13.3%
9 7ho1 whahd nProtect Netizen v5.5 Install. GIHAE M 8 13.3%
10 o= oz 9, oas SoftForum Xecure;nWeb Control Plug- = ~szexy 7 999
HAl 155 64.3
%

2014.05 2014.10
Sliverlight 15% 13.3% 11%
Google Talk 8.7% 8.7% %
Java 8.9% 7.2% 3.7%
Facebook 6% 4.2% 3.0%
Unity 9.1% 3.1% 1.9%
Google Earth 9.1% 0.1% 0.1%
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3. NPAPI tj#] 7)<

7}. Native Client(PPAPI)

Native Client(®]3} NaCh)x= € dHo|x|o| A o] &x7} 7|thsle= G A A s34

9SS A A megAdA AsaE delgn m=E st
©Ex2 7)%olth. Native Client £ o] g3 Aut2aHETL ool

M

zzags & 5 Q7] diel JEARlE Aile] Folste dojE o] &3
Windows, Mac, Linux 7|%F Chrome H.#-$Ao]A C, C++ & Native Client ¥
of | Aol S et 4 3l

Browser

HTML/JavaScript
JavaScript + HTML +C55

Bridge
Pepper APl[PPAPI)

Native Client Module

[ 3-1] NaCl 5 thojo] 12!

(28 4-1]3F o] Bete-A AutATHE FE=9F Native Client 259 C

E= Cr+ =B Alelo] W E SAls & 4 k. Beks-A = Pepper 5819
API(PPAPDE %3 Native Client EEo] HWAAE A% 4= al. Native
Client R E5& AulA2aHE O] wA|X|o] 38 =% it} ¥F]& Native Client

BEo] AutAAHE WA WAAE B F= 9 o A EE FAL

AlE71d ez S, &, mAAE dFAe Ax =

et oldd S22 SEOlAETE Muldd wWAAE At SA] wbeeh=

FetolAE/M 4 A3} FAFSkH, Native Client WA A 2~82 PPAPIL 9]
F2A AE g



293 7] Sandbox W Native Client =5 (nexe #Y)S <embed> B 1Z
a3 fHolAe 2= HW html Ho|A 2 .nexe FHAo] { ofE Aol de
A elgtl. Native Client HEFY A| 28-S A| A8 g2yt JiFo] e e
2ol Qtdstx] e &ee At

-

« 7171 e 3 AR =AML P £ 719 9kd Al 2F" APLF Ale)

c SAAG AR G, wETh B vmele] 2rle ge mee] BAL

w7171 A8l A A% 2= o] &

Y

PNaCl NaCl
Toolchain Toolchain
pexe nexe
Compile Time
Run Time
Brower ) Brower

l PNaCl Translator ‘
S e Web Store Application
I Web Application I I or Browser Plug-in I

[71¥ 3-2] NaClz} PNaCl vl

2o AASA @i EGAAC wEE £ e o)A FAE HAs
#18k 252 PNaCl & NaCl 7 543t 79 HekS A st

o

PNaCl & (IE, FireFox, Opera, Chrome)®¥%t o}yl Intel/AMD 9
X86 o}71 ¥l A AuH|(PC % =EE)3} ARM 7]4§te] ®Ruld, HEZ 5 BE Lo A]

o 7o) bt
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BEl-Aof| A A== 7]E A9S NaCl(PNaCDS o] &3te] gali= Aldls=
=
« 71 AXUE AYAHE: NaCl 2 dlo|El B Aoj(AA C ¢ C++)E5 A3}

ol el A 7ES AZE EES vAl ARRE = Stk wEbA o]r

Ao A Ao dFE == oA BEAY gudeR gols

. od H2AF TYACM: NaCl & olgdwW s)E dxAF

fEelAolde PWfen 257 ofd FAde WAL 5 Ao & Al

Axt dzle] g 7€ Z=E NaCl 2 ul2 olgsiAy Al HAxd 3 4
Sl ofw o] &k QI o] et oWlE A2 GAvt Al HeEpg-A ZHE

Wi #4s1e 3 gtk NaCl & o83 /1% /5% nebsAd 4%
9 Fooda, Ao olEedelde ne A ERHow AL 44,

d& 5ol °ol&A SIHHclA A, oWlE AHgE HTMLS i+E 7|Hto=

o JdEZgolx o Zg Aol HANative A 7% &) NaCl & 3

r&

lE] Lol = oM Q78 Ak Aabs A 2ldth NaCl & o]} Hlo]E
H3EE 98 B4 <ol vtz B3t 453 dugse FE531Y s HA

e dolHe HESAE B8 fFE9A 55 Addn.

inj

« WEMHO @ A, om A R G AY 2Hs BEg-Ad F71E & vk

» 3D AlY: NaCl A= Ado] @& or]e 9 2 SAHE= vEYST APT
xR ool 75 e shader 7F 90 OpenGL ES Z9] AgE Ao} A
Aol 71=e] HE 2w E/dE 0] C/C+ AE Ho]~E AALE St 9ol
dlolgB Simel] 7l ddd o vy = =2 <X Es k] )

AC(RPG)S FEal= dFAS BES Adst= o Adtsio).
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o 1 ®ro] Multimedia Editors, CAD modeling, Client-side data analytics,

interactive simulations oA &8 4 it}

[2¥ 3-3] NaCl& ol &3l 7|t o =ef7olds

Bl AoA AgsE 7]E WAWS NaCl(PNaCDe b3 e A efalatol
o]
AN

- % IDEE &

e

A fla(EHHAd2 7Hs)

. s=lo] dslo] W@ A9 g

o ZRAE A Y Y] ZR A2 3k A fle

g

o A TCP/UDP A7l gt AYd (TCP 9 4% A4# 2 UDT 9

A5 o 94 7ks)

29



« A A (ZE) VO o Ak Y e

o AHE The e R R At ALHA &

o Ikl o= 7E NaCl AAZ|eh zgkd o= glojof $HSDK €] ncval
L7(TooDE ol&alA AT = AS)

« Pepper API @& o] M|l 2| =oA vefof ¢

g ofZg Aol o] ofefl Aol sl NaCl & AR&3foF gt

o ofEF Aol o] Q] oJAEZ et FE olF|H A FTHAA TS
g3t} PNaCl 2 o]Ao] 7hs3st 3Ads tAl7|ss Al&siela =g,
d#H = PNaCL ¢ o]24] 7}s3gk SIMD ¥WE7F Ut

o ofEgAoldel T4 HAE ALt PNaCl 2 newlib C Z®EITE=
glol B 2|9 PNaCl XETF H& HFo=z AUstt}, 54 F7 7 glibc & oFF
PNaCld o4 A= #] k=t mlef PNaCl oA 524 75 Adst7] 93
=g Fo|t},

o Sk 99 ¥4 (nested function)Y AlAFE goto & 3 label ¢ F+4AE

o]-&st= 1 & PNaCl ¢ LLVM EAelA AdstA] &= 54 GNU

0 ojZej7lol Mol obe] Abakel SlFETE PNaCl & Abgslob @k,

« PNaCl & dlo]HE Z#o|dES ¢ Hixe EAdeH =2 U4
2EE Fax ol dyolgr FEloldE RES wiEd £ Jde F93
Wolt), whef 2 AlEVE ofgfo] "NaCl & ARg3slof & wj'e] x| ofa}ato]
t=thH PNaCl & ARg3fof g,

A
_O‘L
&o
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o A7 BE-A S Iadlely ofEFg Aol HAE Q3R FowWAE
pexe XEE9 X} A ofFgAo]do A AES APt UvolEH
Fe}oldES} PNaCl & &4 7|woly 8 & 7|ef 328 ZIFd % 9

5ol #7571 vhe,

PNaCl ¢ ##e ¥W=a F8s« @t 1%t dde#te PNaCl EA490&
Abgstal o EYAelds AF YiESE Fel wiEshd EE A sk
ol7|El Ao uA o] Za] A S 5hA] golx ¥+ PNaCl ¢

AL 2 5 Ak

E
r

il

of
>
)
o
il
A
=)
e,

Browser Pprocess

chrome module
ResourceHost (chrome)
rowser/renderer_host/pepper/

i content module
H ResourceHost (content)

Renderer process

chrome module

ResourceHost (chrome)
hrome/renderer/pepper!

ResourceCall content module
ResourceHost (content)
ResourceReply content/renderer/pepper/

Plugin process

PluginResource
papi/proxy’

thunk:PPB_ o _API*
plugin API call

[1¥] 3-4] PPAPI Proxy design
Pepper plug-in API(PPAPD+ ¢ HIl$-# ZHadoezw QZ4
C/C++ API o8, 5228 He}SA% A3 S8 AHea Fohe

>
N
o

¢

o
T
i

o



Al

A}

P>

9@ lsel Az @ gom, C ++E AgdE 4% duE

.

%ko

s 0]

oif

o19] SDK, A 0 elA] 22, ZRAE PrEE ol Ao|EE F2T

o)
%Y
https://developer.chrome.com/native-client/quick—start
https://developer.chrome.com/native—client/devguide/tutorial/tutorial-part1
https://code.google.com/p/naclports/wiki/PortList

L}, Native Messaging

Native Messagings I35 H#-A oA AaEE= d3F Native o=z AolA
Alololl HAIRE HAEste] T2 = J= 715 (APDS A&F3ghr}.

Native Messaging® 2 &4135}7] £k Native o=z Al o] Native =8 A
o] o] 23%= OSo] Native Messaging Host® &% o] JojoF stt}, Native
Messaging®. 2 Z41 Al &L ZF Native =g A0S EE ZEA A=
Al Zsb  standard input/output (stdio) 2EH O 2 WA XS n gt}

Bep-A oA A8YE = Native Messaging & 28317 flaiA= ofeiel 2ol
7NEs]oF gt

» Native Messaging Host &=

Native Messaging Host &2 Elo Q3 dAHo=w FAE manifest
_]

A
S AME-3T). TS manifest LS FASE oot}
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"name": "com.my_company.my_application",

"description”: "My Application”,

"path":

"C:¥WProgram FilesW#My ApplicationW¥tchrome_native_messaging_host.exe",
"type": "stdio",

"allowed_origins": [
"chrome-extension://knldjmfmopnpolahpmmgbagdohdnhkik/"

]

[A] : manifest I} 7411

manifest 3 T4 Al AFEEE F= ¥ Adme o

=

s} .

<3 3-5> manifest ¥4 74 Z=

gs o) | ek
Native Messaging Host ¢]& runtime.connectNative 3}
Name runtime.sendNativeMessage APIo|A] AY¥= 91z} 5 Native ApplicationS #|

4% o) Agk

description Native Application®] ™+ A9

Native Application®] binary ol tjgt 22 A K.,

path g2, 0S XellAEs Aadzag QAo 3t Windows 44l AdiEzE
7Fsshtt
A WS Ak 2

type A standard input/output ZEHOZE Eo] 7lEElRE o] Fro| Fhe

"stdio"F AFE-E = T

allowed_origins Native Application®2 % 4= J& Chrome Extensions 552 7 olsit},

A% manifest 3YLE Native of=gAlo|Hdo] H2et 9+ 0OS o uz}f

AgEE 927k Seln thg ElA FHAF 5 k.
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3 3-6> 0S ¥ manifest 32 913

o= ’ Ay
manifest Itdo] YAk F2E HAAEZ ] FF3)of gk
S5 dA2EZ 7] g2 of & Foll syt Hofof g}

Windows HKEY_LOCAL_MACHINEWSOFTWAREWGoogleWChromeWNativeMessagingHosts
Wcom.my_company.my_application
HKEY_CURRENT_USERWSOFTWAREWGoogleWChromeWNativeMessagingHosts
Wcom.my_company.my_application.
olgf¢] 7 29| manifest 30| Ao} 3}
/Library/Google/Chrome/NativeMessagingHosts/com.my_company.my_application.js
on

0S X ofZg]Ao) o] EA o] gaiut AesleE HAg A= ofgfo] AZo| manifest Y
o] fJx|sfof gttt
~/Library/Application Support/Google/Chrome/NativeMessagingHosts/
com.my_company.my_application.json
ol#f o] 7 2| manifest o] x|eHof Ftt}.
/etc/opt/chrome/native-messaging-hosts/com.my_company.my_application.json
L o ZgAo)Ho] 54 o] gAtt At HAH 4= ofgle] 4 Z| manifest
inux
salo] Aaok B,
~/.config/google-
chrome/NativeMessagingHosts/com.my_company.my._application.json

e Native ofZg Ao A2 L wA|X] A%

runtime.connectNative = Native o=gAlojHdowE E41E 4= 9t} &

runtime. connectNative & A} o o]t}

var port = chrome.runtime.connectNative('com.my_company.my_application’);
port.onMessage.addListener(function(msg) {
console.log("Received” + msg);
)
port.onDisconnect.addListener(function() { console.log("Disconnected");
W

port.postMessage({ text: "Hello, my_application" });

[oA] : 2 B EAA] A oAl
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#19]  de}F #o] runtime.connectNative = <AZ3ta 3d AA(ANAM =
port) & A& BAIE

l= 7% Native ofZe7lolds e &

el 75
g5 ek

runtime.connectNative & AF&3}#] &3 runtime.sendNativeMessage =

AP A rtt} Native ofEe Al AS vhAl A8 AlZInt

=] o]
FAlskE A5

chrome.runtime.sendNativeMessage('‘com.my_company.my_application’,
{ text: "Hello" },

function(response) {

console.log("Received " + response);

M

[¢llA] : runtime.sendNativeMessage S &3 HIAA] g of|A]]

Bep-AolA A== Native Messaging APl & Ab&st=tl S0 v
we Aepyael glu.
« Native Messaging & A}&3lE= 4§ A22 AfolE

gol, Az AlolE ~IYE

ol

2o tjsto] QHABtES Ael7t B

chrome.tabs.sendMessage(tab.id, {greeting: "hello"}, function(response) {

// WARNING! Might be evaluating an evil script!

var resp = eval("(" + response.farewell + ")");

Dk

chrome.tabs.sendMessage(tab.id, {greeting: "hello"}, function(response) {

// WARNING! Might be injecting a malicious script!

document.getElementByld("resp”).innerHTML = response.farewell;

Dk

[N A2 A& 2T 9E 328 ik

=

ftlo

PN
T 3

o
o

o]
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chrome.tabs.sendMessage(tab.id, {greeting: "hello"}, function(response) {
// WARNING! Might be evaluating an evil script!
var resp = eval("(" + response.farewell + ")");

Dk

chrome.tabs.sendMessage(tab.id, {greeting: "hello"}, function(response) {
// innerText does not let the attacker inject HTML elements.

document.getElementByld("resp”).innerText = response.farewell;

Dk

[dA] 1 T3 AJO|E AT =E] 2] okxl3)

X

| =g ol

o]9] SDK, 7H¥Hhd @ oA A2 PPAPI /e olgf AlolEE Fxdk 4
o)

%Y
https://developer.chrome.com/extensions/nativeMessaging#native-messaging
https://developer.chrome.com/native—client/c—api

https://code.google.com/p/naclports/wiki/PortList

http://www.chromium.org/nativeclient/getting—started/getting—started—

background—-and-basics

t}. Chrome App

Chrome App & Hosted Apps ¥ Packaged Apps(installable Web Apps
olgti: 3hHow SISk, HTMLS, AHA~AHE CSS ¢ o]l & §] 7|s=
JWekgtt}. Packaged Apps & Chrome Web Store & E3& #7]% ®W2jo=w
W Z5t= ¢ o Z Aoz A glo] Y=o 2 Native Application ¥ #&
WA 0w Fgetal Mul2E AT d 5 dvt.(Firefox OS, Tizen OS, LG WebOS

E RARE Mo R YES E TET)

_1
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o] &= Aalo]l Folste § ofEE Al AS A, wiA|sta Hupa et o]

A= MHl A F4AS JEeA] @ fa wEA AHaE ol &e

7}A 3L 9t} Chrome App 2 7|& ¢ Alo|Eo| A AF3AY A~ & = Qe

VeEs €88 F Uv olF FI #Wadges= A, UEYA D =4
7

A A, vyl g, A Axyield Zrags e 5 sl

8.0 n_ & Chrome Web Store - Apps, | New Tab A
€ > C|q LA
Y Google Maps %% vouTube [ ]Mews [_]Popular [ Other Bookmarks
~

Apps

Google Docs Google News Google Books Google Finance Web Store

Google Maps Google Reader Picasa Google Calen... L
Maost visited
& Chrome Web ...  [E)Blogger: Creat.. & Google Chrom...  $§Redirecting & Get started wit ..

Recently closed

[(JiTab 2§MyGoogleeB...  [f)Google Calendar *§Gooale Maps & Google Pacma.. A

: )

[2¥ 3-5] 3% ¥ =&
a5 BE9-AoM A& %= Chrome App 542 tf

o
=)
.
Auk

« Chrome ¢ ofZgAlolAd e 2 oMIE #Ho]x= Chrome App
THT7IE T, dEY-S AAEA S8 T2OHS, 8 T2a AAE
#e st o|HE FojAE Ao & 4 k. T8, oHIE Ho|X = #EFY A

ol

ol-&At Mo oJHEE FAlstal v

4

« Chrome App FEl:= HTML, CSS, ARIATHE #do] corx FIZ HFS
Agd A7 4 7S AT F e ¥ §8 ZTEIOFoF orx
el Al Aolx shute] HTML dhdo] Egtx o] glojof shm ofgfje} e the
Fe| 2 A 5 At

k)
(S

O
r



« Chrome App S $J3A = ofdlol e Fu|ALgo] sl
- § ofEg Al FAF AF H A &< F Chrome Developer Dashboard ¥1%|&
UL 3|A WA} 55 56 AE)
-  manifest < AA
- ool 2 X image A
- ofET Al 2 g2 2 HF
- o EFgAlA zip &2 H7|H
- ofETAlA HEE
- AzEolo] S AAsta oWAE dRE

- WEus] 2 Q) BE A B HEHA JuolE B
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Event page
loaded.

)\

Event page does Event page
not open windows, opens vindows,
onLaunch()
Event page or runtime :
NOWEOUS Opan. closes vindows,
onSuspend()

Event page
unloaded.

[139) 3-6] Chrome Apps lifecycle works

Chrome App 71 Al Chrome #A#o] we} sgd ¢4 2 3

TET A o] FhestH Thsdk < frEd 2 ook 2o

[H
tl
I
juic]

o 3 2 33:;M(NaCl, Legacy Browser Support (LBS)SS &3 71ds

e

=71

jui]

)

e 322895 JAE Y 2ENE EF wxE T8 g PI FAU AA)

« A5 A7IA A(EFE B 2R E Fel Wi

it}
11%
X
)
[
L,
081:[‘4

Legacy Browser Support & ©]-&3 [E B4 X9 SA(E Tab)

e In-app Ho|HE % One-time HO|HEES &&

=
Jo
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tr
&

AFE AEAE OS AlAF AA, o] g FAS 4 AHEotr, o84

_?4
A% BegAd A ARer 29 & w TIPS AL}

3
e
rlo

t}. Chrome Web API

o &% 7159 A A FHolA Y ofEFg Aol AF AMIAAHE
API ¢ A& Web API & X3tsto] /fEd 4= Ard. 53] uvolglH 3=(C,
C++)E F7FelA &1, F+=0°] ©e F7F 7155 API & &3] g4 &8
o]
%S

2% nepsAelA g & 5 A APL AES ofdsh gk

(DOM) API & s & 31o] Ak 2T HEeH oA A4 2

« XMLHttpRequest: &t} ool MM EFE §) AMr|= HolHE Q438
XMLHttpRequest AAE AM&sith, & 7|5S T2HsE wyIA~E Ash
4e 893S Hdl 5 gt

« HTML5 and other emerging API: 72 A& =23 API 9} 4 HTMLS
7Iss AdEth g2 AR e 45 APIE v Erh

— audio, video

— application cache
- canvas

- geolocation

— local storage

— notification

-  web database ©]9 FHA FEgdy HHE htmlbrocks.com & E3] &3 4 9t}



« WebKit APIst 7= AF& W3 7|we R F5uo] 7] wwel, =
flsl @20 APL & AR 7 Al 53] CSS &% 7= wd ofvAl ",
el A, ofnlA W = fAA AT 5 AUk

» V8 APIs, such as JSON: JSON 2 V8 ¢l 917] wfizel, JSON 7]'5& A8-&

T &= JSON golBdglE ¥ s dQ7t gl

e APIs in bundled libraries: B.&+%4 (d & E9], jQuery)E A&3tA &=

dolnefd & AL 4%, B4 7% gelneelel JavaScript UL WE
@ 5 Ak WE B golnd e gE g dolxe) AR AE ),

v}l asm.js(WebAssembly)
asm.js += NativeClient ¢+ FAFSHAl, C/C++ & MEdE A2E QoA 23
7MedtEE ©ad] AupAagE=R WIE FE Ve AHHow sy

skt

asm.js Z=+ (LLVM 7]5) Emscripten 59 &2 oAz o o HAE L
T v Ao gHow Yy H Aoz A= AR HES] 4
AB AERZ FAE

R wE A3 asm.js o FEF3 7S Aty ¢& 22, 4=, MS,
of] Z o] AMZE  dHloly g ¥ <=(low-level programming language)$!
WebAssembly & 78t Qv o]2]3t WebAssembly &= % Hz--A o

D

A, S )% A S 288 Aoz s k.

g obesh gt

asm.js & o] &3sle] 9 AuAE 8% 3

i

32

rir
e
2
R
-z
Me
o
)
>
o?
_V}i

FA A A 7] ol

Emscripten ©|t} Mandreel &9 ZAgAdHE o]&sto] 7|FE9 C/C++ =

e asm.js & A=
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2o unreal engine oA &% o] %4 40

Atk Ao Beg$Aol = 60 T A7HA Aol

gat7]el Fs] 7hed AeE B v

function DiagModule(stdlib, foreign, heap) {
"use asm";
var sqrt = stdlib.Math.sqrt;
function square(x) {

X = +X;

return +(x*x);
}
function diag(x, y) {

X = +X;

y =ty

return +sqrt(square(x) + square(y));

}
return { diag: diag };

[4A] : asmjs &2~ F= o]
qHeF 71l Aol C/C++ o] ofYdt Java w9 UE doE IiEE o

o}
JthH XMLVM 59 £S5 o] &35ty Aw} =5 C++ = W33 o]Fof t}A]

75hel & sl AvtiaYED WS Hok
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pass AST link
+
Executable

/ runtime \, Pass call | |
\ chacks j——p-| Executable | execute

type 2y fail
. check /
. fail link call ; )
R AST — AST | interpret

[18] 3-7] asmjs #|2] Z29-
asm.js © APHPAIYHE o)A vF UnkA o7 AlLsE AupAIHEQL ol g}

e 7o)zt 9l

) AST | compile

asm.js = RAEFYPRE vFIL TOE B2 tE 4 gldh
o B 9 dolE= 7Y% AAl typed array 9 Al 5 AE.

Cwge] HIEAL 44T W S4uge o

r |
o,
%2,
X
o
2
ot

e "use asm" UHEEE WA asmijs ZE=E A uf 948 FaHAAES
EoelA EelH o)E FAIGT(FE ol F&Ee HAuE FEgit)

asm.js ¥ WebAssembly & &83}7] ¢

Bzam A,

e
rok

g Bu

rlr
o,
&
1o
ot
1
i

ri

asm.js &9 A K : http://asmjs.org

Low Level JavaScript : http://mbebenita.github.io/LLJS/

- XMLVM @& AR http://xmlvm.org/overview

WebAssembly X : https://www.w3.org/community/webassembly/

B}, Chrome for Work($1E )
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Chrome for Work + 7]3/gAle] Q7ARS =471 100 7] olite] A#L
Azt 2ol wh= ofFg Aol R gt e asls MAsta vk E9T9ls
HEe 4 S W ohe) gE B AE g 2 AKd §) R0l wiEsa o
P SIS Heshs TY AYs AL 7 vk T3 AL HF G| s H4l

HOF FAAGS APE YulOlE T 4 Qlom, o] WS st 4% Yulol=g

mlu

o

.

Chrome for Work : http://www.google.com/intl/ko/chrome/business/browser/

AL Legacy Browser Support(7]& B2}9-# #])

Legacy Browser Support(¢]3dt LBS)= Chrome for Work & ©]&3}+=
2o Chrome BE}-AE &858l A7 AF&-A}7} Internet Explorer 7}

Q3 7] Aol Egt ol AL A zejof &= AF o] 7les ARESH]
Bepg-A el A d&d 4+ vk Chrome 7]& Bebg-A A9 &4

2% AHEeHd AREAZE Chrome ¥ thE Hek9-A Jhol] Azo= Hded
T Ak AREAE ActiveX 7F BRF AOE 5 V]S BER9AR dojof k=
d3E ZFEshd URL ©o] AEo® Chrome oA 7|& BHESAZE o] %3]
At EgE YlolHE IAE Rl Aduids AXsid LBS oA AREARE
Chrome ©A 7]& AZEG oo ofEsHA] e BAE S=6HH [E oA J=a7 ddtk
o] YloJElB. 3 AE BI1)5S XS Chrome #} [E = HAH|28H= ol JAlo|E|
et Ao vel-As [ttt LBS &= Internet Explorer 6, 7, 8, 9, 10, 11 &}
335, LBS 7} #A53d™ Windows o FAE HIT REE ALE A 8o
gt

LBS A7§: https://support.google.com/chrome/a/answer/3019558?hl=ko
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4. 78 715 & A 7= A8 et

NacCl, Native
FRIANZTA e | Messaging, EXE
Sk A e utyd
AR G (-1 AD 214 Q1= mot
doly dEsh(H=) | AY SSL
7R A5k |
N EXE(URI  Scheme),
L Tl ns AR pipE. Nacl
A} e
219l Bl 2 9] Z}P;ﬂﬁu—,
=N
LLE] |
AR ] €
NacCl Native
d L AR T
HAAA A HAAA A 5 1< Messaging
ZHH A A A
g 2] £
EEE N A4
e
g = 29 AW A%
dxy = A AW A
G A A
HE Y R
o] ot AAY ] €
&% DRM A EME
tsud d2= 2] ¢
g e
tgead teEs 2
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NaCl(PPAPI), Native
Messaging

"
A

NaCl(PPAPI), Native
Messaging

"
A

NaCl(PPAPI), Native
Messaging

4
i

A dA

4
i

PNaCl, PPAPI, asm.js

SELE:

Ao

4
S

-z
i

NacCl, Native
Messaging, EXE
EEED
NaCl, Native
Messaging, EXE
At

7€

njte} A




5. NPAPT ¢+ #-& Al
7}. Adobe PPAPI

%=H]9] FlashPlayers= ver 1458 PPAPIo| thgh Z8l= tHAE A oW, ver 16 H-
B 5o W FGAANA SR o E thrREE AHskal Stk
712 Flash Playeri= Flash runtimes¥} Adobe Flash Player browser plug-in®.= -4 %|¢]
2™ AIRE Flash runtimes core®loll 7IHAP} 56402 ZH=E w32 Age = =
A sk "ERQle R FAdE o] Qitk
FlashPlayert= thaa 22 71652 7450 glom, T4 0% PPAPL 48 ARk o}
o

e Animation

e Vector—based graphics

 Audio (including MP3) (PPAPI)

« Multicast Video(PPAPI)

e Hardware video decoding(PPAPI)

» Microphone and webcam access

» Low-level bitmap manipulation(PPAPI)
 Binary-based sockets

» Strongly typed, class—based programming language

e Hardware—-accelerated 2D and 3D content(PPAPI)

A4 71% % PPAPI & AHEaHA &= 755 B9 A7F A8k HTMLS,
WebApplication API, SVG, CSS, Web Animation & &3] 7&d% 4 dth
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At~ HE (JavaScript)

n|=ro] YA o] AFYAo)AZE AHNetscape Communications)”7} 7]k ~
AHE o] 19969 2l wrfjgt = ofo]= J(WWW) Hekg-A31 vl o]
x lﬂ‘ﬂ]ﬂl JE](Netscape Navigator) 2.09] 2&&tgict Hepo-Ada Aagsts=

E ojg 7]=dith o] 1AL Ake] Fat Jek(subset) 02 Fo] 9
‘jr. O}OM H2AE A AJHTML) #4115 AAske ¢ o8} ARdate
A& FHOR 3to] kel o] FASRNH WG] J(AHFHolu ALY
= ATy AEZe S92 AYsE & F UxF siSith 2adEs
HTML 24 ol 23 7], 'seripthe Ze| & ARSI AkaagE

2e 7155 zke Ao 7 MSOAE Virtual Basic Scripting Edition'S 7}

NEJHX (ActiveX)

=%+ (Flash)

o] g2} o] HE

(User—agent)

A% o] gAtEo] AEUS Hestal A o] 83ES MSHA 7dst 0=, 7]
Fo] $& TEOMoT Y A 5 W AAAA g2 ARE 5 g &
E 71% AJEY aE2eE 98 agkEglon, AAE sojxo A&Ei AlEo
2 Yeur] Ho] Axdc), A wpo]g @A AE=ALe] AuKJava) 7)ol thakst
= 7|%olth,

omHAtel|l A A= on M ~IHES} BA TIE¥E o]gdte] PCE,
£ BES AT e =TIk

HTTP 27 A HTTP #tfe] Yo} dgehs SALR HeppAol= BakeA olF,
AR Fo] ZotEn. 7 BehgA | AR vig e $AEe] 23

solrgaE

THHTTP)

XMLHttpRequest

2
opr

43 +ZA 4 A (Encrypti

on Export Controls)

OIEUle] g= glol= SH(WWW) Mo} WWW Hee-A471 9 5o AHE 4
FAlshE O ARREE SEo|AE/AH ek WWW Hep9-Ae] sl gl A
URL(uniform resource locator)s& AQsk= d ARgdth. <& E4W
‘http://www.snu. ac.kr/index.html'@} 2o ‘http:// 2 AZE]E URLE A A5,
o710 A= HolHE Slo|HEAE A FHHTTP)S ARt AroA] B
A = AEsi)
HE-Aq A XMLE 23 4= s 3l
7hsste] 5491 Aulo|AE =

nar RN dEAeR st ksl diaid A FAE ASsSiTh
1996WHH H|TARARD ol s 2ad Sate 7] AlRlete] oY 2|
4 AR 48 AXAA AulErE ohd Yol s 20013704ty
s} =0k

)J
o

AMAZ AAIHER Aoz}

it

=
=,
[

;:‘ﬂ

ZHAFEZAMan  in
Middle Attack, MITM)

the

MEA BAL S 245] BRI wdse 34
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HTML5
(HyperText Markup
Language 5)

9 oz Aol 4

Al GE API

CSS(Cascading Style
Sheets)

DOM(Document Object
Model)

SEED

Site Key

CAPTCHA

HTMLS #}7] & Ak wjd oz W3CA T3 ARt g 4 nagy
Ao, 20079 7] FE 7oz AFste] 20149 4 By ZE Pad
(Recommendation)& %= 8l 9low, thefet Mu|AE X Ysly| et 14
5o] F7HE L 9l

A2 W E (JavaScript), HTML, CSSS Web 74k oloj2 sty &8 271
Ho A SfolAER Bty ¢ HElY S AMSSle BE 58 2ot}

At HES}E 78 olEjH|o]4 o] o|(IDL)E AHE-ate] 4ols < of 24
old& 93t =z <lfdolx  dwkHoz  fulolx 7] (device
capabilities)dl] thet HS 3] 9 of S A)HE Ay fek Fto M
A&-A T},

A9 HurEQl ~E S v XWOH T 7eR 9 gol= g ARG
(W3C)oll A B33 sto|HEAE XA Aoj(HTML)E 4 AE. HTMLS
o] g3iA § oA E M - Xd_t&é% SolA AAE FES ddo] NA
&) Fofof ANk 4 Hox| o] ~EAS vlg] A T g o]z 3 7A|
84N M FEE HA Ho]Aof Ulge] s wAER FA A

A AWRE §AT 5 A A ARk BHH, shfe] 2Eelg Foja

A A MADTD : Document Type Declaration) 5=+ DOCTYPEo] g oj®
SGMLoJt} XML 7]§F 84 o] 1 £x7} B4 A 824 A (Document
Type Definition)E& WEE AS AA3= Aotk £ DTDo| 7]¥kst SGML
S5 o]&d wA A 7Y frads A s HHeE A U
A1 Th

19999 S AR B SHATAKISAANA et 7] &5 4% dags.
128bit2 ¥} AL 256bit71A] itk

o] ga7} oln| FEH F2 HHE Foto oA o] A} Aleld] A& TR
WAL S WA BHo R ALE H
AsskE A Akl it A& APHsly] ek W, deojef wab
AE AFETF Lotry] offHA she] TAISH 3 HEst=e
Sk W W 2e AR Yol ] of
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AA Amount Authentication
API Application Program Interface
ARS Advanced Record System
CAPTCHA Completely Automated Public Turing test to tell Computers and Humans
Apart
CORS Cross-Origin Resource Sharing
CMP Certificate Management Protocol
CMS Content Management System
CSR Certificate Signing Request
DDoS Distributed Denial of Service attack
DTD Document Type Definition
ECMA European Computer Manufacturers Association
FDS Fraud Detection System
EME Encrypted Media Extensions
HTTP Hyper Text Transfer Protocol
HTTPS Hypertext Transfer Protocol over Secure Socket Layer
IDL Interface Definition Language
HSM Hardware security module
ISP Internet Secure Payment
ISO International Organization for Standardization
JSON JavaScript Object Notation
MPEG Moving Picture Experts Group
NPAPI Netscape Plugin Application Programming Interface
OTP OneTime Password
0S Operating System
OWASP The Open Web Application Security Project
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PCIDSS Payment Card Industry Data Security Standard
PKI Public Key Infrastructure
RDP Remote Desktop Protocol
RFB Remote Frame Buffer
TCP Transmission Control Protocol
TLS Transport Layer Security
TTP Trusted Third Party
URL Uniform Resource Locator
URI Uniform Resource Identifier
SEED 128-bit Symmetric Block Cipher
SSL Secure Socket Layer
VNC Virtual Network Computing
VPN Virtual Private Network
W3C World Wide Web Consortium
XBL XML Binding Language
XHTML eXtensible HyperText Markup Language
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1. ¢ 35 g
http://www.koreahtml5.kr

2. W3C HTML5 i+
W3C, HTMLS5, http://www.w3.org/TR/html5/, 2014

3. w3school.com
http://www.w3schools.com/

4. New Tricks in XMLHttpRequest2(Eric Bidelman)
http://www.htmlbrocks.com/en/tutorials/file/xhr2/?redirect_from locale=ko

5. Internet Explorer 7]} AlE]
http://msdn.microsoft.com/ko—kr/library/ie/hh180177(v=vs.85).aspx

6. k-4 HTMLS A9 g2l
http://caniuse.com/

7. vl PRt BRI - BEkeA = oW A TRkt
http://helloworld.naver.com/helloworld/59361

8. Rendering: repaint, reflow/relayout, restyle
http://www.phpied.com/rendering—-repaint-reflowrelayout-restyle/

9. How (not) to trigger a layout in Webkit
http://gent.ilcore.com/2011/03/how—not-to—trigger—layout-in—webkit.html

10. ZERELQI= /PIRE 48F dvs s 1%} olafist |
http://cwdoh.com/workshop/2014/06/14/understanding-rendering—performance—
matters—in—chrome/

11. W3C CSS3 MediaQuery

http://www.w3.org/TR/css3-mediaqueries/
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12. W3C Drag&Drop

W3C, HTML5, Drag and Drop http:/www.w3.org/ TR/htmil5/editing html#dnd, 2014
13. W3C FileAPI

W3C, File APL http://www.w3.org/TR/FileAPl/. 2013
14. W3C FileWriter

W3C, File API: Writer, http://www.w3.org/TR/file-writer—api/, 2014
15. W3C IndexedDB

W3C, Indexed Database API http://www.w3.org/TR/IndexedDB/, 2013
16. W3C WebMessage

W3C, HTML5 Web Messaging, http://www.w3.org/TR/webmessaging/, 2012
17. W3C Web RTC

W3C, WebRTC 1.0 Real-time Communication Between  Browsers,

http://www.w3.org/TR/webrtc/, 2013
18. W3C WebStorage
W3C, Web Storage, http://www.w3.org/TR/webstorage/, 2013

19. W3C XHR
W3C, XMLHttpRequest Level 1, http:/www.w3.org/ TR/XMLHttpRequest/, 2014
20. W3C XHRZ
W3C, XMLHttpRequest Level 2, http://www.w3.org/TR/XMLHttpRequest2/, 2014
21. Bootstrap
http://getbootstrap.com/
22.isPDF / pdf.js
https://github.com/MrRio/jsPDF
https://mozillalabs.com/en-US/pdfjs
23. MSXML A} ¥
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http://blogs.msdn.com/b/xmiteam/archive/2006/10/23/using-the-right-version—of—-
msxml-in—internet—explorer.aspx

24. XML 3pA] ARg- i (libxml2)
http://xmlsoft.org/

25. HTML5 Video Player H]xl
http://praegnanz.de/html5video

26. Top 10 Best HTML5 Audio Players
http://www.scratchinginfo.net/top—10-best-html5—-audio—players

27. HTMLbrocks— =I53-9] It 715 glojo] 2dl
http://www.html5rocks.com/ko/tutorials/speed/layers/

28. Google7d - GPU Accelarated Compositing in Chrome
http://www.chromium.org/developers/design—documents/gpu-accelerated—
compositing—in—chrome

29. HTMLbrocks— Scrolling Performance
http://www.html5rocks.com/en/tutorials/speed/scrolling/?redirect_from_locale=ko

30. HTML5rocks— Jank Busting for Better Rendering Performance
http://www.html5rocks.com/en/tutorials/speed/rendering/?redirect_from_locale=ko

31. HTML5rocks— CSS #HIR1E Bl Hlo]#] #dH 714
http://www.html5rocks.com/ko/tutorials/speed/css—paint-times/

32. HTML5rocks— B2 a8k #R1Y 3|9]a}7]
http://www.html5rocks.com/ko/tutorials/speed/unnecessary—paints/

33. HTML5rocks— £2.83F #91® 3]9|8}7]: Animated GIFH
http://www.htmlbrocks.com/ko/tutorials/speed/animated—gifs/

34. HTML5rocks— 314 oyl
http://www.htmlbrocks.com/ko/tutorials/speed/high—performance—animations/

35. Getting Started with WebRTC
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http://eee.html5rocks.com/ko/tutorials/webrtc/basics/
36. Drag&Drop

W3C, HTML5, Drag and Drop http://www.w3.org/TR/html5/editing.html#dnd, 2014

[HF]

37. TLS Cipher Suite Registry
https://www.iana.org/assignments/tls—parameters/tls—parameters.xhtml#tls—
parameters—4

38. OWASP
https://www.owasp.org/index.php/Main_Page

39. BMBE A AR Afo]E
http://opa.or.kr/Business—secureserver_support.do

40. SSL HI=H &
https://www.ssllabs.com/ssltest/

41. CryptoJS
Google, JavaScript implementations of standard and secure cryptographic algorithms,
https://code.google.com/p/crypto—js/, CryptolS 3.1

42. CSP
W3C, Content Security Policy 1.0, http://www.w3.org/TR/CSP/, 2012

43. CSP2
W3C, Content Security Policy Level 2, http://www.w3.org/TR/CSP2/, 2014

44, B4 Sandbox HQF 2el

W3C, HTML5 Sandboxing, http://www.w3.0rg/TR/html5/browsers.html# sandboxing, 2014

45. Keygen

W3C, HIMLS keygen element, http://www.w3.0org/TR/html5/forms.html#the— keygen—

55



element, 2014

46. MSRCRYPTO

Microsoft Research, MSR JavaScript Cryptography Library, v1.2, http://
research.microsoft.com/en—-us/downloads/29f9385d-da4c—479a-b2ea—
2a7bb335d727/, 2014

47. SCJL
Stanford ~ University, Stanford Javascript Crypto  Library, http://crypto.
stanford.edu/sjcl/, 2009
48. PKCS1
RSA Laboratories PKCS#1, RSA Cryptography Standard v2.1, 2001
49. PKCS5
RSA Laboratories PKCS#5, Pasword-Based Cryptography Standard v2.0, 1999
50. PKCS8
RSA Laboratories PKCS#8, Private—Key Information Syntax Standard, 1993
51. PKCS10
RSA Laboratories PKCS#10, Certification Request Syntax Specification, 2000
52. PKCS11
RSA Laboratories PKCS#1, Cryptographic Token Interface Standard vZ2.1, 2001
53. PKCS12
RSA Laboratories PKCS#12, Personal Information Exchange Syntax Standard v1.0, 1999
54. RFC2511
IETF, REFC 2511, Internet X.509 Certificate Request Message Format, March 1999
55. RFC4210

I[ETF, Internet X.509 Public Key Infrastructure Certificate Management Protocol
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(CMP), 2005
56. RFC6454

IETF, The Web Origin Concept, 2011
57. RFC6712

IETF, Internet X.509 Public Key Infrastructure —— HTTP Transfer for the Certificate
Management Protocol (CMP), 2012

[Q15/4A]
58. MPay
https://mpay.lgcns.com:8443/web/getNotice View.dev
59. #Hlo|Z 7=} AE
https://developer.paypal.com/
60. e-ID
BSI TR-03112 Das eCard-API-Framework, https://www.bsi.bund.de/DE/
Publikationen/TechnischeRichtlinien/tr03112/index_htm.html, 2014
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