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g0 FAAA FA. FAGE GRS FESA Agste 9 AW
(7) A% A

A An Az Axd EE AR FATE Bl Axw So aTd Auxel dedg
AFshe Agehs 4w

2. W5 el A 9. A [A3x]

(D Ar A AHl= Agabs vs AFS Adll ) AR B 245 A

s,

Mo
ol
::lt

o
-

D AR BE Adxe] 244 a7l AAo| w3 A3}
2) A AR BE ke A Aw FHFAe] A3k AYo] B A
3) S AE R B Ao $he oo B ALY

4) M Zre] 7EAe BEA BHo 23 o]d ofFo] ik uF A3 A
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5) A Au AP GTE et S FEAd B Bele G5 ALY
6) /M9 me] B Eyk e e JE Sol MAR A% Ul Axsh ge] wa

Abat

7) 71e 7iQl AR B

fols
et
o
:Oé,
i<y
o
ot
S
>
ot

(2) An BA ANz ATH
AE dgow Bad W 4714 Axsof .

D) ug =543 g
2) as W&
3) g A Uy

3. A A [A4x]

(D AR A A= A A g Ae) 2w P AT A 4w
A e 9 AR AR el

fol
)
jukes

(@) AR A ANz AT D AR AFAE o ud
Helal olE A8+ &83loF .

3
1-0{[
L
ox
=
N
ojrt
tlo
¥

g FR ol 2%
2) A% Sab Y A%} WE 5 IS A2 AA AR wE AYD w5 v
MEE AL B S A

AR F2 Mul2 AlFAE N9 AR A AlzElel gid A @ske] Hoje WHe T4
Y99S 715361, a9 7152 Ha 5z B

5. A% 7159 A BA[ALHx]

(D g B4 Az AFHE A AR f5- Wz A& S 37 A5 AL 3
u AP A2 A4 1% 52 148 13 o) 4

(2) AR A A& Agabs A AR HAF5A7E i) AR AE] AR" S V1S5S 6
N ol By #e

(3) 717 B4 Ao ASole nEe pelaler & Ha Ane 2

6. M R a3 [A6x]
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(@ AR FA Az AFHE T EF WEe 959 5% WEe oW NI $3 W
MEe A8 1S WEe AR WEe vlole AR Sol taf AW 9E dmelFoR IE
ahsl 4 et

3) A B ANz AFAE 4R BAFE Sal olgae] A Au. AF An L
FAe FAT G AT Wt AW 5 5o AT Fa oS dmasta uek A
= o A F st J)sol dofok @

o
ofy
ol
f
Ll
12
fol
o
o
of
>,
4
>
QL
rlr
N

2) §1 Mol ¢zst & TIPS A H A
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A8 AR T4 78k RS [A ¥ 2017.07.26]
1. 8 &ol[A2x]
(D AR A 71k Al

D 7k b e @A T ok Fge BAe S olUA 5o e} pae A4

4 Alofe pa] A28

2) AR AT o8 X R AR BT Fol #3 HE A2 AP AR SAY

(3) #Ha Atz

A4 Qe A A 2D A

DO
"
fo
o

JB5 A 71k Ao A A [A8=]

R

T A V1Y A2 A9 Eoke] AR $Al 7

T
T
>,
X

b AlE T o AMRS aelel Ak A
d YLEFE BRIV Bas Fr FA 7Nk AES T8 AR B4 7 AER AT
2~ 0
TR

(D 3l Au B2 10 ANL pelsts Jwe] 95 QR 2 A Fa

@) Fs) Anrt BAY S Ak ki B A Aol vHE A sk W9
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ki3

o] At BRI #T

20199 SFE
A9 Ed9E AFY A ¢
T8 SoflA2x]

1.
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o
=

o
|
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=
Gl

5)
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= o} ] ) Ll
bl b =) co oy RO oy
M! fig | ol ‘H% e = ol
| woow =7 © {J
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o — i oo T {F T 5
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= oo R < % to
~ ™ M- fo o Mo
—_ O o = R
< N — %o ol m_u T
po i o i © =%
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o o - o (N Y
~ G K - (e % OR
&2 = i ) Ty i b
o &o ;o.ﬂ WI 50 =y — o) ui
| v i o HE N "
T ° L - W RN LR
o 0| =) KO 2l o Bl X clo ofp
s - a N y o
_ F Gl RN = sl o X
3 i =R W T T s
ﬁo ~ ,Mﬂ AT EE N OL —_— __Q.E —_ OME —
o MH#_.O — o 1;1_ 23 OM J E ° = ﬂ X ,DI X
< <N 3T o = o <+ = D~ 110 jIK
K I W cul G ﬂmro o 7T O—= O R
N T oo = 1] ﬂﬁ i = i:._ Wm_m B! 3 X, i T io
M - ] ﬂﬂ oF = mm o HMJ = ~ ol M M TR T
T b o ) LR T o %o CE
® @ o 9 W TR ~ W AN S
HE e T g o i O N S T R
o W W g oW R bl dowo o T "
o ol PR % g owy ox g d X
1 R o) w Pr ~ i B N oo
o~ mw o = = o ) N © TN oo T =
v o ow 7 I PN gla W oay o g
me 2 N o 8% o3 W WA < R < me =
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(5) 1% ARG Ael7k ek A4

(6) 59 7ol wek Bolojol Y A% 1 Bolo} g
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20199 &

A10% AxF FHEH[A]Y 2017.10.24]

o] =y [A5x]

o

5712 A

rvze]

s

A

1.

fol 5riet @4 7|9

S

% 9

al

2tz

g %
PN
T4

BE FA S AP T [Al42%]

2.

)

=
=

FY R

=
A A o7k Ba

>3k

7}

(2) & o8& g Y4 AR 2 o8& WY

Ho

= A AR o] Ay [A72x]

Els

3.
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A1 A2 R B35 F o]g T A3 HE[AF 2018.10.18]
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A2 A& AR o] 2 BSo #AF HE[AY 2018.8.14]
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A1 439 7=

1. 7] &9
(1) &3 48
1) F&
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Ty oolal e = AW AT 5 e AR GH

2) do

oo oldid = gAY 2S5 fle AR G

(2) =3t Hoste] F4

D ¢zste FAl= A4 e S3A

2) Boste] FA= FAA B 5A A

(3) A3 v

D A4

Gk YjEow gds =9

2) Mg

G JdHow vk &9

2. d5Ee TR

(1) A A (Transposition) 12|

P AP AAAH HEo AXE AA st B

(2) X%(Substitution) 2]

54 #A4E b8 A2 A5k B

(3) zEHIZb=1e3] "2

AR W&o EA AAE Sdsts B o Ax A A¥ & 93 vt FujRE
FA37] 9k BAZHE 53 2 A A& #E(DRM)O| 9
3. 4% 7MY

(D) =5 o= 719

D &S 64 HE. 128 HE 3 3o] dAg A7]9 58 @92 2% F 449 &
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guith &S 93 AA B TS AT AR WS FAl A& 163 T3 ol
WA o 7 A8

2) Satole BET FEF) AR Lugit Adolw, EES FETI Ao WS
edse A

3) F&2 AZTE9 0 7HE B3 TS, DESS AES 53 e s Gy S A ARR

D B&3 445 XOR dabsl dsi

o

A

2) F% A9 A% ol% AXAHLFSR) 59 2 sudlel /Mg ) 7d

4. Aboln] meke] T4 fz

P

M BRAAE A4S £ dEel gtk 4ol da

(1) 7124 (Confidentiality)

Pay to Terry Smith $100.00

Pay to Terry Smith  $100.00

One Hundred and xx/100 Dollars Encryption Encryption One Hundred and xx/100 Dollars
Algorithm Algorithm

4ehIDx67NMop9eR

4ehlDx67NMop9eR
U78I0PotVBn45TR

U78I0PotVBn45TR

| canndt
read a thing.|:

2™ on

(2) FZAA (Integrity)

D gzgte] Favts AA AR A4S BwAgsts d
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20199 32
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~ £ ' AR o VL X = 5 ® £ ¥ T o o0
ot 8, T - X A B wr
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wog E ~ X % B 9 m 5 2 woT ot o]
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s o) ! oW 8 X = = T FF ™ =
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ol o ON | RAR <o ™ < < U = x blo
of o O i L Moo AN = 7 o O ~
— 3 X . 7 e S % o N o B W T
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A2F WA 71248 SnF

% ?‘ - f =0
(D) =t H3skd] HE A Ee AR $F A8 AR Agste 55 7w
F Fzol7] wWlio N W] Algx7} A gt AlgsE Ao AgE NIN-1)/2 7o
Elc)
(2) A7 A S AR Abelel] Aol WE B o ¥ 22 ol&n wE 4
Aol ) AT T
2.DH ¢tare]5e] of s

—

A Abolol @ Ao B Dale A AHE 2]
5 58 b Y AAE Agee 3

Peer A e

1. Generate large integer p

F 3

Send p to peer B
Receive q
Generate g

2. Generate private key X,

3. Generate public key
Y, =g”*X,modp

TAE st S SAAbe A
AL 3 dHE 4T wgkdk § A
e Peer B¢
» 1. Generate large integer q
Send q to peer A
Receive p
Generate g

2. Generate private key Xg

3. Generate public key
Yg =g*Xgmodp

v
F-3

' 3

. Send public key Y,

5. Generate shared secret
number ZZ = Y * X, mod p

. Generate shared secret key
from ZZ (DES, 3DES, or AES)

1) A xa9l we T oo 24 p=237 g=7S

2) APz Ao 45 a

Il
w

S 12 FH el
x =73 mod 23 =21
3) e el 4% b=28 nE A

B 2] Zof A

y=7"2mod 23 =3

. Send public key Yg

5. Generate shared secret
number ZZ =Y, X; mod p

. Generate shared secret key
from ZZ (DES, 3DES, or AES)

g 2 Gel

x=g’amodp # A%
y=g'bmodp &S A&

4) Al P A ve y 3hS HY O R s =y amodp @S ALt

s=3"3mod 23 =4
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o

5) HHe dg Ao AlA HHE x FES HE O ®E s=x"bmodp FS ALt
s=21"2mod 23 =4

6) dejzsk ¥HE ofA W™ A4 s=4 =

ol

o
T

£

(2) DH &a2lE TRFe AFEshs 4949 dojd upgl DH1 ¥2]e DH2 ®2]s DH5 W2

(3) DH &are]gell A Abgshs &7 e dHE Adsh] fd 8=

AN

==
(i)
b
=
o
(i)
b
rr

3. A 2 w2 ydke A daelFe] T
(1) DES -4

1) 64 HE E= 9|2 p "bxo] 7]ubdk A x| whale S "bso] 7]ukgk X381 w2 S 85
163] s}

2) v d]e A7) 64 HEo|x|ut AA| A7]= 56 HE

3) Holxa 7w Fx

o
oo
I
[
o7
S
ey
do
il
o2
}011
St

2) v dje] g7]E 128 M| E(AES-128) 192 H|E(AES-192)s 256 H|E(AES-256)%
TS W ge-= 34k oo wEl 7

dssle Hog HAo] Aol

(3) SEED '}4]

1) ¥F°] g% DES %4

2) 128 HIE £ 9|2 163] ¢33}
3) 128 HIE 7] v dH & ol &
4) SPN 74k %

(4) ARIA W2

D 4F9 =% AES B o=

iz

2 g9} g2 F7]7} AES B Fo
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2) SPN 7]¥F %
(5) IDEA ¥4
1) 128 H|EQ] v FHE o] &3 64 HE 55 T9=2 83 a3}

2) SPN F#*o0]il, PGP VPN 7|¥ So|A] A&

e,
ofN
lo,
r>~
)
o,
M
o
)
o
fru
iR
a8
=
lo,
rE
Lo
=2
=
i)
e
B
=
1o
rE
ot
]
o,
ofo
ol
rlr
o
i
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A3 WA T BN EF 459 29 BE

o = =
F =S T

,_.
Mo

(1) ECB B=
Plaintext Plaintext Plaintext
[T TTTTTTT [TTTTTT]
L) L) L
Block Cipher Block Cipher Block Cipher
Key ——=  Encryption Key = Encryption Key ——=  Encryption
T v T
[TTTTTT11 [LITTTTTT I
Ciphertext Ciphertext Ciphertext
Electronic Codebook (ECB) mode encryption
1) 64 HE 55 @99 FiEd sl 242 duid #AE FAsH] v B g%
wol 59

2) HlolEHlo] 2 Eof Soll A ARE

3) Heko] FH ok

(2) CBC ==
Plaintext Plaintext Plaintext
[TTTTT] [TTTTTI [TTTTT]
Initialization Vector (1Y)
[ - = -
T T _ T
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key —=|  Encryption Key —=| Encryption
L T ¥
I [TTTTT] [T
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

1) 271 el st A4 Abolo] vle T
A

2) IPSec VPN Hh2] 3}

)
o
ok
to
S
rir
o
dlo
ifs7
e
lo,
o2
fol
Mo
-3
o2
ofk
o
oy

3) T el HIE A &

(3) CFB ==
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Initialization Vector (IV)

[(TTTTTTT]
Elock Cipher ' Block Cipher | Block Cipher
Key —=| Encryption Key —= ' Encryption Key —=| Encryption
Plaintext - Plaintext
I e e I N I B e R FPlaintext
[TTTTTT] I CITTTITTTI]
Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption

2) 533} FAM= FFE A AN G2t AN = Ads] dFEe +

(4) OFB ==

Initialization Vector (IV)

|
l l .
Block Cipher Block Cipher Block Cipher
kKey ——=| Encryption Key ——=| Encryption Key ——=| Encryption
Plaintext Plaintext Plaintext
OITTTTIT]—=p I ll OTTTT 1T —= i
'
OTTTTTT1 OTTTTTT] OTTTTTT]
Ciphertext Ciphertext Ciphertext

QOutput Feedback (OFB) mode encryption

L
o))
~
)
[m
e
e
d
=)
O
N
)
Mo
v}
Ll
N
)
)
v
>
Ll
0%
o,
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Monce Counter Nonce Counter Nonce Counter
c52bcf35... 0QODOOOQOO c59hcf35,.. 0QDOOQO0OD1 c59hcf35,.. 00000002

' ' '
Key = | Block Cipher Key = | Block Cipher Key = Block Cipher
Encryption Encryption Encryption
Plaintext - Plaintext - Plaintext -
[IIITTTTTITITTT [TIITTTTITIITTIT1 TTTITITITITIT1d
[OITTTITTITTI7TIT (IENENENENERENEE [TTTTTITITTIT0T]
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

3)CBC ®=+ CFB B=9] 97/ i £A4S AA

2. Mg Tx WAdE B2 29 mEdl gl
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20199 &

A4 v dH 714

)

5353}

—=
1o

°]&

=
=

A Apale] el 42

N wel AL glthel oN Aol A7t A

-
.

4) Wt = g elA

= A<lo]

E
==

2 7] ufel Az

Z o
= =

of TREY o] dolrt

Atk

o PKI T-%7}

F7]

e AlE ZA7F HAYs

v 30 4

M= ol &

4

2. PKI 7+%9] o]

(1) 915 713

Ho

A #7] EZ(CRL) 55 @

ol=
1 O

|

3o
=)

)

2

|Eis

5% 7

(2)

11

2~ X

(3) "eEe AH|

=
=

JH = X.500 #2137} o]

A~ X

o] dlojEfH| o]

Ho

AR Mg A5zl A A

=0

=]

(1) RSA
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1) v tA X 2o A ARAA EF

3) A ZAN &4 sl 4%
5. 9% ax

(1) 2 g 54

S R IOL LIPS

2]
2) PKI ®2e] &) da]el dx M 58 283 o= (Station To Station) TZEZF A}

Router(config)#hostname keysco

keysco(config)#ip domain—-name cisco.com #284] A A] A& x4 AW HA

keysco(config)#crypto key generate rsa

The name for the keys will be: cisco.cisco.com

Choose the size of the key modulus in the range of 360 to 2048
for your General Purpose Keys.

Choosing a key modulus greater than 512
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may take a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non—-exportable...[OK]

keysco(config)#username cisco secret 1234
keysco(config)#enable secret 1234

keysco(config)#line vty O 4
keysco(config-line)#login local
keysco(config—line)#transport input ssh

keysco(config)#ip ssh version 2
keysco(config)#ip ssh time-out 30
keysco(config)#ip ssh authentication-retries 3

(2) SSL/TLS VPN 4%
1) €4 #a) AEKDCO)Y 73

2) W 44E 37 A2 FEs AFSE A4 BT )

i)
o
>~
>
ofo
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A5 F2A4 T

A Ao A
o #57

201993 &E
Az A
(1) RSA

1.
2.

=0

+ ECKCDSA H

]

<
=0

H,

?l KCDSA

NF
2

(2) =]

3. ol% A4 A1

A}

TN G2

o
3
o}

Bl

(3) A&k

R
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e o S S
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X 7 o 70 T 8
= @ = oo < £
CUN = CO 3 X
™ % o & el WW M =
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T 7 r TR & o B
N R uﬁ M o o O ¥ ¢
oF o [aze) :.L o [=]

< < B

R - - : <
e —_— o} —_— = s =
- = T S R S =
o RE T W S X B
or = o~ o m_. = o I M ] ® &
a2 2" 5 2 77 K
-~ 2 2 =2 3 & &8 = @ 2 2

=]

=% HAS-160
49

¥

9
yal

-
L

(Rainbow Table)

1=}
=

(1) 128 M| E A7]¢]

(2) 160 HE =Z7]e] QoK

(3) SHA-256 ¥4+ SHA-512

(4) 160 HIE =719

3. HMAC(Hash-based Message Authentication Code) 7l
(D) FJES Hol&
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25l Qo] fo]EH o]~

=

Password
123456
password
12345
12345678
qwerty
123456789
1234
baseball
dragon
football

729 & A3 (pentesting.kr)

MD5 Hash
el0adc3949ba59abbe56e057f20f883e
5fddcc3b5aa765d61d8327deb882cf99
827cchb0eeaBa7706cd4c34a16891f84e7h
25d55ad283aa400afd64c76d713c07ad
d8578edf8458cel6fbcSbb76a58chcad
25f9e794323b453885f5181f1b624d0b
81dc9bdb52d04dc20036dbd8313ed055
276f8db0b86edaa7fc805516c852¢c889
8621ffdbc5698829397d97767acl3db3
37bde2d82900d5e94b8da524fbeb33c0

A aotRd N AR 74

root@Xkali:~# cat /etc/shadow | egrep "root"

root:$6$/4PViupz$:

root@kali:~# unshadow /etc/passwd /etc/shadow > /tmp/password.txt

root@kali:~# john ——format=crypt /tmp/password.txt

Created directory: /root/.john

Using default input encoding: UTF-8

Loaded 1 password hash (crypt, generic crypt(3) [?/321])
Press 'q' or Ctrl-C to abort, almost any other key for status

1234 (root)

1g 0:00:00:01 DONE (2017-02-02 10:55) 0.7299g/s 70.07p/s 70.07c/s 70.07C/s

123456..pepper

Use the "--show" option to display all of the cracked passwords reliably

Session completed
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A7 AL TA Bt BY

1. A4 " SAMAC)

() BelA7 2 AA4ow gul uet 538 448 A

i
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off
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() g4 98 wx 5o W T 34

(2) A= FA A FAA R

T E%
of3t7] Wol Q1A o] Fo] MM £
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T
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&
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2. wlut
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&
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bl el
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&
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sl
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A9 AHEAF S

L A4 719k ]l

o|\

(Something You Know)

2. 2 7]k 215 (Something You Have)
2PE JlEe EF
3. 21A] 7]¥F 21=(Something You Are)

WA A% Azwel Gy 54 7]

HN

(1) &% 38 H&(FAR)

EEIER

ol

ol

Lo
e

-3
(2) Z&EE A ¥]E&FRR)

271

ol

of ojg 7%

o

53

729 & A3 (pentesting.kr)



729 & A3 (pentesting.kr)

20199 S8

0
4o

X

;O.ﬁ
o

me

A A (SSO) A 2~F

=
S

5 o
g1

s

(1) DES

Amz e Aol ofu]

R
R

(2) AH&-A

o)
~

4o
3|

X

2y

A

(4) At

g M= HE

E!l—o

(5) o1 F A&AE B

~

o

6) B fE Ae Ex
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A1 252 &9 AAS 74
L 7de] ofs)

(1) & A 94

29 AAE nEY) A A4 JG AY Jom TR

o

s

3. ZRA 29 gEe o]
(1) Z2A 2

F 710 AN AR B -

ofy
ro
[&l
it
[
uic)

(2) "

REREH HES Vvys ZEAS

Y ol FA A&yl FUE FAGE B

root@xubuntu:~# cat /etc/vsftpd.conf

listen=YES #= ¢33 "] A& 43

o3} & A=

2) 9 e A

3 dEe]l @A A% W7l AHE fAG BE 8Fol AT A5 S dEe] AT
giee @A AR AN 7|= upa

root@xubuntu:~# cat /etc/vsftpd.conf

listen=NO #53 H& 2] A& 43

o]5} W& A=

4. TCP Wrapper =
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o W el A Tbs

o
oZ
=
&

(1) 74 W9
root@xubuntu:~# cat /etc/xinetd.conf

service ftp

{

flags = REUSE #34& AAH: &A43

disable =no #3 HE H] AlE

log_on_failure += USERID #3<& A93 ID 7=

wait =no #5 2HE= X4

user = root #A-& AT

socket_type = stream #TCP ¥4

only_from =192.168.10.0/24 #EA IP 4 ¥

no_access =192.168.10.201 #5A IP F4& &

access_times =09-18 #3 3§ A7 2 A244] 71¥)

instances =5 #& A AMH|2F F e AHY HY A5 A

per_source =10 #5493 SR [P F4L2ZEE A Aul2 942 MNFE 1002 A3
cps =20 5 #x29 AZ JTE 202.E A3t o]F 27 Al 527 A FA
g FH TAl AHAE A

server = [usr/sbin/vsftpd vsftpd
#server = /usr/sbin/tcpd vsftpd #TCP Wrapper =7 3 & AHA

}

includedir /etc/xinetd.d

(2) A% 3184 48]

root@xubuntu:~# cat /etc/hosts.allow

ALL:LOCAL
in.ftpd:192.168.10.0/255.255.255.0
httpd:ALL

(3) A& A

root@xubuntu:~# cat /etc/hosts.deny

ALL:ALL

5. A(Shell)2] o]sf

(1) AF&AFel &4 AA Aelol Al distd & e dFo] HHo 3147
(2) A g2 Bz 719 ZA A 2 7t

(3) 20141 4 2= (Shell Shock) F 4 (cve-2014-6271) &7

AN oy et Y e AkHoRA obdlst wel Hal
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root@metasploitable:~# env x='() { :;}; echo vulnerable' bash —c "echo cve-2014-6271"

vulnerable #3 2Fd o] & A$ AP 4448 &9
cve—2014-6271 #H FH AF-¢ F3sHA A EXE =9
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A2 52 &9 AAY A B

3 X g WES AP = k= on
(2) "9 Ee] &

DRE HeEy 522 2 5 gk oy

2) W= g EgdA 44 == faEgE A4 748 F dvke ofn

) XE IEHRE YT 5 Adrte ofn

2. AFEA} w2 o] 3

(1) ol OAED 5 AT o 7|2AA H AdS AFste 271 #

(2) umask H#Ho|&2 3ol J}&

odj@xubuntu:~$ umask

010(0)

(3) I3} gaAE A Al 718 AL AT oA
D #d& sk 78 A A9 0666 - 0022 = 0644
2) gEEg S At 7]E HA dske 0777 - 0022 = 0755

3. SetUID ©] 3l

() 999 Ang FaAss A A Juo 24 VPO AP J5ozA A
A9 gl A

odj@xubuntu:~$ Is -1 /usr/bin/passwd

-rwsr-xr—-x 1 root root 62024 1€ 26 2018 /usr/bin/passwd
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odj@xubuntu:~$ Is -1 /etc/shadow

-rw-r———--— 1 root shadow 1523 119 11 11:57 /etc/shadow
(3) th3k UID ol 8

passwdE d@list Lot Passwd2| 2F X2l
AZel det He root el Ak He|

passwd &3 H
RUID : 500 passwd &8 A| ot Hat
EUID : 500 EUID -> SUID 2Af
passwd &8 =

Root et ES

RUID : 500
EUID : 0
AlSH S
Eaigwdsoaog N Passwd S A| %t Ha
RUID : 500 SUID -> EUID ZAf

1) RUID(RealUserID)

ZeAze AA 2FAEEE O SR AR UDE uDEA TRAAE AFss
AgAE AP AH

odj@xubuntu:~$ id
uid=1000(0dj) gid=1000(odj) ZES==1000(od;j)

odj@xubuntu:~$ who am i #RUID
odj pts/0 2019-03-19 08:25 (192.168.10.1)

od]@xubuntu ~$ whoami #EUID

2) EUID(EffectiveUserID)

AQukA o 7 AA ALLZHRUID)S 8 AFEAHEUID)E 5 d35tA %, EUIDE SetUID ¢ &ko]
AR A3 T2 A|xo o8] MAEY] wjiEe EUIDOE dAFo=w & AAe UID7
A%

odj@xubuntu:~$ su root
43

root@xubuntu:/home/odj# id
uid=0(root) gid=0(root) 1FE=0(root)

root@xubuntu:/home/odj# who am i #RUID

59



20193 & 29 FF A3 (pentesting.kr)

odj pts/0 2019-03-19 08:25 (192.168.10.1)

root@xubuntu:/home/odj# whoami #EUID
root

3) SUID(SavedsetUserID)
d#He] EUIDE AT of AL
4. 2=¥]7] HE o]3|

() BE Qo AgA7F AHEA ARE 44T 5 9= ITHA FF 9

root@xubuntu:~# 1s -1F / | grep tmp

drwxrwxrwt 11 root root 4096 449 30 10:39 tmp/
(2) AR AfA =& FEAvke] T ARE 21|
5. chattr & o] 2] o] 3

Anel AfAUARE 947 Agonw ST £ du, weA AR HYF A W

= I~
A 4 gl

nck

root@xubuntu:/tmp# touch odj.txt

root@xubuntu:/tmp# file odj.txt
odj.txt: empty

root@xubuntu:/tmp# lsattr odj.txt
—————————————— e——- odj.txt

root@xubuntu:/tmp# chattr +1 odj.txt

root@xubuntu:/tmp# rm -f odj.txt

rm: 'odj.txt'E AL F o HHE LA 2o

root@xubuntu:/tmp# chattr —i odj.txt

root@xubuntu:/tmp# rm -f odj.txt
root@xubuntu:/tmp#
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A3F P52 9 AAY find BHo] AW

root@xubuntu:~# stat index.html
File: index.html

Size: 1203 Blocks: 8 10 Block: 4096 gyt 1
Device: 801h/2049d Inode: 1591579 Links: 1
Access: (0644/-rw-r-—r——) Uid: ( o/ root) Gid: ( o/ root)

Access: 2018-05-06 13:45:26.670290363 + 0900
Change: 2018-05-19 09:11:43.527926686 + 0900
Modify: 2018-05-19 09:11:43.527926686 + 0900

Birth: -

root@xubuntu:~# find / —type f —user root —perm —-4000 > /tmp/setuid.txt &
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A4 A5E +F AAS 21 B
Lo Al=g =0 A4

root@xubuntu:~# cat /etc/rsyslog.conf

module(load="imuxsock") #provides support for local system logging
module(load="imklog") #provides kernel logging support
$KLogPermitNonKernelFacility on

SERENE

$ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat
$RepeatedMsgReduction on
$FileOwner syslog

$FileGroup adm

$FileCreateMode 0640
$DirCreateMode 0755

$Umask 0022

$PrivDropToUser syslog
$PrivDropToGroup syslog
$WorkDirectory /var/spool/rsyslog
$IncludeConfig /etc/rsyslog.d/*.conf

root@xubuntu:~# service rsyslog restart

(1) 718 ¥4 facility.priority logfile-location

facility Bl® 3} $&As) priority A 290 s]wal= Aol wAEH logfile-location <]
Ao g7 728 Gt 34

(2) MAIA 4 A0S A9 =& oA
“debug > info > notice > warning > err > crit > alert > emerg
2. F8 A"l 271 3]

(1) who B#HoE Y8t utmpol A @A Z1Ag AFEAFE] o

rot
ox
fuj
ox
4
i
i
L)

root pts/0 2018-10-17 21:11 (:0.0)
root pts/1 2018-10-17 21:13 (192.168.10.1)

(2) last MHE 4 witmpol A AFEAEO] 2719 e ZI0le-3 JRE F¢

root pts/0 python-pc.local Sun Apr 30 09:57  still logged in
odj tty7 :0 Sun Apr 30 09:56  still logged in
reboot system boot 3.2.0-4-686-pae Sun Apr 30 09:56 - 11:11 (01:14)

root pts/0 python-pc.local Sat Apr 29 18:29 — down (01:42)
odj tty7 :0 Sat Apr 29 18:26 — down (01:45)
reboot system boot 3.2.0-4-686-pae Sat Apr 29 18:25 - 20:11 (01:45)
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root pts/0 python-pc.local Wed Apr 26 21:08 — down  (00:04)
odj tty7 :0 Wed Apr 26 21:06 - down  (00:06)
reboot system boot 3.2.0-4-686-pae Wed Apr 26 21:06 - 21:12 (00:06)
root pts/0 python-pc.local Mon Apr 24 20:01 - down (00:18)
odj tty7 :0 Mon Apr 24 19:59 - down  (00:19)
reboot system boot 3.2.0-4-686-pae Mon Apr 24 19:59 - 20:19 (00:19)
root pts/0 python-pc.local Mon Apr 24 19:32 - down (00:24)

wtmp begins Mon Apr 24 19:32:22 2017

(4) lastlog W&ol S Jd#HEH lastlogoll A 2 AFEAY H2 =219 Al H23 A~ &
2EO g3t ARE &9

Username Port From Latest

root pts/1 192.168.10.1 Wed Oct 17 21:13:03 -0400 2018
daemon **Never logged in*x*

bin **Never logged in#*x*

o5 wg B

msfadmin Sun Nov 16 01:38:25 -0500 2014

o3} & A=

-

(5) dmesg WHolS Y8 dmesgol X =G AA Az Al 25 ANt RS E9
ols} & A=

[ 38.4622111 Bluetooth: Core ver 2.21
[ 38.462242] NET: Registered protocol family 31

[ 38.462245] Bluetooth: HCI device and connection manager initialized

o3} & A=

(6) lastcomm W #Ho] 5& Y423 acct/pacctoll A AREA7F 2118 FRE] ZIiof-dl
7kA] dEe WEd AIE 5o ARE FEHHs &9 AAD
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A5 frese FEE G AAS 7E Bk 43

Lol AR 94 g% 4w 47

AIX &< A|A| HP-UX &9 4| Zefel2s 9 AA T F 9 AA
/etc/security/user /etc/securetty /etc/default/login /etc/pam.d/login

2. v W5 o] FH4 o] AH T AA

AIX &< AA HP-UX 9 A4 Zete] 2~ 9 AA FEF 9 AA
/etc/security/user | /etc/default/security | /etc/default/passwd /etc/login.defs

root@xubuntu:~# cat /etc/login.defs

o g A
PASS_MAX_DAYS 99999

PASS_MIN_DAYS 0
PASS_WARN_AGE 7

o g A
ENCRYPT_METHOD SHA512

o3 ulg B

SRERSIE
(1) cron AH]~

* o]
24 A4l e

root@xubuntu:~# crontab —e

root@xubuntu:~# crontab -1

il

xé

#x(2) *(AZH) #(L) »() *(24)

#) & test.sh 23)
# % % % * /home/script/test.sh

#15 38U 27 5A 4589 test.sh A3}
45 5 * * 5 /home/script/test.sh

#id =] A1ZF ORe 208 4089 test.sh A3
0,20,40 * * * = /home/script/test.sh

#9014 1A OBHE 30874 wj& test.sh A 3)
0-30 1 * * * /home/script/test.sh
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#7] 10% test.sh A3

%/10 * * x x /home/script/test.sh

root@xubuntu:~# crontab -r
(2) at AH]x=

?__,_1}\] o xLﬁ

D R S |

o

a7
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A6-17 vz 93 F8 HALH

1. 32 H|E 4G 7|¥ke] wmg G2

'l y ]I_ < ".\ % \ e o 453
/vzij 27134503 ,‘ o @o\g\
p2 424 ‘ glgy \ E\'O\HE\E\ \ \\‘
Ho/EHES cﬂo/s/ o } l e
; \ \“b

~ AIHSH 177t
D000000 ~ — — - Wﬁ-
B ke 7on — ex Q3P — — s =
e n\_ ==

(1) 2= 49

A s

K
st
oft

(2) dlel® 9

(1) ESP : 28] o] At A& AAst=d A&

(2) EBP : 29 doje] st §1x& AAsh=tl AL

(3) EIP : vl A8 @] xS Adsh=d A&

3. 2= o

12

o 2 ol

(1) =9 =¥ A (Stack Frame)
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ebp

frame
pointer

local_buffer localt saved return parami | param2
° o 8 wop- ks 65536 |
f o o b a ree ?esoeoee00 ezeeae eeeelee
3 &. e
-12(%ebp) -4(%ebp) (%ebp) 4(%ebp) 8(%ebp) 12(%ebp)
stack growth | l higher memory addresses

(2) =% ¥°21E(Stack Pointer)

L

o

ESP #4288 A%

o

N
it

(3) Z#o] ¥<2lE(Frame Pointer) =+ ~® g9 ¥ 1E(Stack Frame Pointer)
ol &9 EBP F42E A%

4, dAd(Endian) 2] EE Hlo]E £A{(Byte Order)

0x12 0x12345678

10x12]|0x34|0x56|0x78| 0x78|0x56|0x34|0x12
Big Endian Little Endian
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A6-27 F8 Al=" ;}|A 7|
1. B oW Z = -$-(Buffer Overflow) 7]'#

(1) A4 s 8345 249 dlolg 14 G AAF dlojHS o] 2uA Z2A
29 55 AolE WA

(2 W oMBEZS WS olgd B Fa d9] FAA AW Gl AF WA

1) DEP 7|9

root@xubuntu:~# cat /proc/self/maps | grep stack

bff04000-bff25000 rw—p 00000000 00:00 0 [stack]
2) T2 ¥ 49 FE(ASLR) 71

root@xubuntu:~# cat /proc/self/maps | grep stack
bfad6000-bfaf7000 rw—p 00000000 00:00 O [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bfcbc000-bfcdd000 rw-p 00000000 00:00 O [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bf7£7000-bf818000 rw—p 00000000 00:00 O [stack]

root@xubuntu:~# echo 0 > /proc/sys/kernel/randomize_va_space #ASLR 7|9 F#]

root@xubuntu:~# cat /proc/self/maps | grep stack
bffdf000-c0000000 rw-p 00000000 00:00 0 [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bffdf000-c0000000 rw-p 00000000 00:00 0 [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bffdf000—-c0000000 rw—p 00000000 00:00 O [stack]

root@xubuntu:~# echo 2 > /proc/sys/kernel/randomize_va_space #ASLR 71 A&

root@xubuntu:~# cat /proc/self/maps | grep stack
bf8d2000-bf8£3000 rw-p 00000000 00:00 O [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bf9d9000-bf9£a000 rw—p 00000000 00:00 O [stack]
root@xubuntu:~# cat /proc/self/maps | grep stack
bff04000-bff25000 rw-p 00000000 00:00 0 [stack]

3) ¥ 7}=(Stack Guard) 7|¥ E& 7F}2l(Canary) 7|9

Buffer SFP Canary RET
SFP F-3k(eld g9 EBP ?i% A 99 RETENE el =7 T8 A3
do]) 7k Abolo] lele] Wl Fhbe] ghe F7kal BoF w4l Al shtel gel wEE
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3 BoF A& 343

rr
N
T

2. 92 A4 (Format String) 7]

(1) C Aol ALg3he %s 53 2 34 24D 44 oF 9o vme wA Fart

= uEA A= FHoH

char* input_string;

scanf("%s",input_string)
printf(input_string); #dynamic string formatting
printf("%s",input_string); #static string formatting

3. A Ae](Race Condition) 7]

(D) F A oo ZaAA7L BAld Bobd 7S o] F e ZRAAES N2 CPUE A
Aok7) 91 49l 7ol WA

(2) 7 Mo ZEM2e A Z2Aet 34 ZEAL~ola, Hd ZEA 2= SetUIDE
Ol = A

(3) #AAE dAE WA= SetUIDe A& #3
AN HARE T4 A2V AT AEY W3
4) 718 AdolM &g Fao] S A A AAA AP FHo] So]
afrAke] AR olojA= Ay YA AYE Ad

(5) B2 224 A9 4S5 DirtyCow) # b4 (cve-2016-5195)% A4 A& 719 W
g2 7Ad 2.6.11 ol F vHdlA LA

Atol] EAAE] HEFFE(DirtyCow)es W1g T oAZ293] AlZgt o &
3 =22 9 A (Drupal Web Server)o]l =& A3 glttxm g}

q9A HNE AT FAAL s A FE Adolt. AFAA FAANA A2 A=
£ XY Ae] ATk FARE o|F B8 SSHE UAHT A7|5e] Ast: gz A
A},

oL "HEFSE 24 Aol AW HIAH, o}YE ol e AES(VirusTotal) 7| E L2
A& 02 71583 Jo'E "BAEL TAE A2l U ARE oAl & A A
oF Bth'z Anat.

_2018d 1149 209 H3 & T FAA
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A7 FFHE AFE A= FF

Infrastructure
(as a Service)

Packaged
Software

Y
o
o
=
>3
O
>

Storage

You manage

iopuan Aq' pabeuep

1. TaaS(infrastructure as a Service)
shipel Qlie} pRw AF

2. PaaS(Platform as a Service)

You manage

AZESNE T o Fad FUFS AE

3. SaaS(Software as a Serviece)

g9 ASel aFohs AH =

70

Platform
(as a Service)

lopuan Aq' pabeuey

Software

(as a Service)

Applications
Data

Virtualization
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A1 MEHL 4 73

L Z2dg iy 2d%) &4

Welcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.4.0-116—-generic i686)

Last login: Mon May 21 14:48:12 2018 from 192.168.10.1
root@xubuntu:~#

2. 243 ¥4

2 (promiscous) EE g ol o E&A MAC 49 LAN 7l=9 MAC 4%
Hlu gk 7 7 709 FA47}F Aolsttete LAN 7t=7) 9 = dS FAlste 52

root@xubuntu:~# ifconfig ethO promisc

root@xubuntu:~# ifconfig

ethO Link encap:Ethernet HWaddr 00:0¢:29:91:39:80
inet addr:192.168.10.215 Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe91:3980/64 Scope:Link
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:1578 errors:0 dropped:0 overruns:0 frame:0
TX packets:1593 errors:0 dropped:0 overruns:0O carrier:0
collisions:0 txqueuelen:1000
RX bytes:317233 (317.2 KB) TX bytes:184616 (184.6 KB)
Interrupt:18 Base address:0x2000

root@xubuntu:~# ifconfig ethO —promisc

root@xubuntu:~# ifconfig

ethO Link encap:Ethernet HWaddr 00:0¢:29:91:39:80
inet addr:192.168.10.215 Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe91:3980/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1603 errors:0 dropped:0 overruns:0 frame:0
TX packets:1623 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:320009 (320.0 KB) TX bytes:190124 (190.1 KB)
Interrupt:18 Base address:0x2000

3. 2714

ol

Zﬂl
(1) TCP Full Open =71 #2]
root@xubuntu:~# nmap 127.0.0.1 -p 22 —--reason -sT

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-29 10:37 KST
Nmap scan report for localhost (127.0.0.1)

Host is up, received localhost-response (0.00095s latency).

PORT STATE SERVICE REASON
22/tcp open ssh syn—ack
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Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds

1) 39 XE7 49 A $-ol= ACK + SYN &%

2) 3ld XEVF 23 A9 ACK + RST &%

root@xubuntu:~# nmap 127.0.0.1 -p 22 —-reason —-sS

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-29 10:38 KST
Nmap scan report for localhost (127.0.0.1)
Host is up, received localhost-response (0.000057s latency).

PORT STATE SERVICE REASON
22/tcp open ssh syn—ack ttl 64

Nmap done: 1 IP address (1 host up) scanned in 0.53 seconds
D ald LE7F €1 A f-oe ACK+ SYN &%

2) 3ld XEV} &3 H o= ACK + RST §%

root@xubuntu:~# nmap 127.0.0.1 -p 22 --reason —-sF

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-29 10:39 KST
Nmap scan report for localhost (127.0.0.1)
Host is up, received localhost-response.

PORT STATE SERVICE REASON
22/tcp open| filtered ssh no-response

Nmap done: 1 IP address (1 host up) scanned in 2.09 seconds

Z
v
<
Z,
",
fot
il
)
av)
o
o%
ot
)
ol
tlo
oft

et7] 91 7

3) dF LEJ 23 Z 9ol ACK + RST &%

root@xubuntu:~# nmap 127.0.0.1 -p 22 —-reason -sX

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-29 10:39 KST
Nmap scan report for localhost (127.0.0.1)
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Host is up, received localhost-response.

PORT STATE SERVICE REASON
22/tcp open| filtered ssh no-response

Nmap done: 1 IP address (1 host up) scanned in 2.08 seconds

root@xubuntu:~# nmap 127.0.0.1 -p 22 —-reason —sN

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-29 10:40 KST
Nmap scan report for localhost (127.0.0.1)
Host is up, received localhost-response.

PORT STATE SERVICE REASON
22/tcp open| filtered ssh no-response

Nmap done: 1 IP address (1 host up) scanned in 2.09 seconds

1) SYN 2 o& zdst wsls 58 $3s7] ¢ 719

3) Y ZLEV} &3l A= ACK + RST ¢4

(4) ICMP =¥ >~ 37
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(5) TCP SYN &7

(6) TCP 3+ ®ol7 ZA
(7) HTTP GET ¢4 37
(8) €= 2 o4

OEEE=

74
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A27¢ TCP/IP W49 ASE R 7| 34 /3
dolg F= AFoNA ARP 233 374
(1) 543t LAN 4944 29H MAC T4 55 2&she 7|Hoz 72t5 243y 345
A AA= st x4 T AIMITM) &4
1. ARP Request. 2. Legitimate ARP Reply.
? MAC for 10.1.1.1 10.1.1.1=C.C.C.C
<
IP 10.1.1.2 \A %
MAC AAAA IP 10.1.1.1
AEEE—— DA EACL O
ARP Table in A
10.1.1.1 = MAC B.B.B.B Subsequent gratuitous ARP replies
y | overwrite legitimate replies.
| 1P = 10.1.1.1 bound to B.B.B.B |
| 7P = 10.1.1.2 bound to B.B.B.B|
IP10.1.1.3 I!
MAC B.B.B.B B ARP Table in B
10.1.1.1 MAC

c.c.c.c
A.A.A.A

2
8
|
a
S
s

D TCP 4 stelAld &4 AAM 4

2) A P FAaE AASAY ZAEte] Ao en stolw AlS Svste VMo
dEel NAT 71

3) Ee A Fall el

2) A= 574

D IP 233 w749 Wigow A IP F29 544 [P F25 A dAshs 4F
9 F49 4

2) Eolee A HdelA LA P Faok 5HA P F27F sdshd Ad
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Byte
Offs
o HNN I L T T T T I T T O A O
0 . IHL (Header .
Version Length) Type of Service (TOS) Total Length
1 1 1 1 1 1 1 1 1 1 1 1 1 IP|F 1 1 1 1 1 1 1 1 1 1 1 1 1
4 . lags
Identification x DM Fragment Ofiset
1 1 1 i 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 i 1 1 1 1 1 1 1 20
8 Time To Live (TTL) Protocol Header Checksum Bytes
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 ‘HL
12 Source Address (Internet
Header
o 1 1 1 i i i i i 1 1 1 1 1 1 i i i i i i i 1 1 1 1 1 i i i i i i i 1 1 1 1 1 i i Len th)
16 Destination Address
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 | | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
20 IP Option (optional, not common)
T T T 1 T T T 'I T T 1 T L) T T T l T T T L) 2 T T T I ) T T 1 T T 3 )
Bt 70 1 23 4567 889,;12345%%7889,;12345¢672889,51
Nibble Byte Word '—‘I
Version Protocol Fragment Offset IP Flags

Version of IP Protocol. 4 and
6 are valid. This diagram

IP Protocol ID. Including (but
not limited to):

Fragment offset from start of
IP datagram. Measured in 8

represents version 4 1ICMP 17 UDP 57 SKIP byte (2 words, 64 bits) x 0x80 reserved (evil bit)
structure only: 2 ITGMPP 47 EF'E 88 E'GPFLP increments. If IP datagramis D 0x40 Do Not Fragment
g IGCFlP g? Aa 1?2 ‘BESTP fragmented, fragment size M 0x20 More Fragments
Header Length (Total Length) must be a follow
ipl 3
multiple of 8 bytes RFC 791

Number of 32-bit words in

Total Length
<l Header Checksum

TGP header, minimum value
of 5. Multiply by 4 to get byte

Total length of IP dat
otal length o atagram, Checksum of entire IP

Please refer to RFC 791 for
the complete Internet

count. CJ;:S:?SJI}ﬁné;ft;?gmemed header Protocol (IP) Specification.
1) izl Esto] wAs wf [P &t XA FES 2] AR stola A Az
H A4S wests dFo Y ¥4
D = 92 FEO HE) | 92 FEM HE) | EFHIHE o34
0 1 0 0
ID &= 92 FEO HE) | 92 FEM HE) | EFHIHE o3 A
1234 0 1 0
1234 0 1 1,500
1234 0 1 3,000/1500
1234 0 0 4,500
2) =9 AA LA 2t
(4D ICMP 299 &4 £ 559 3 54
1) 65,5635 Hlo]E 7] o] 42 ICMP 848 dAHHoz dAfss Z8d 34

root@backbox:~# hping3 192.168.10.215 -a 192.168.10.

5 ——icmp ——flood -d 65000 &

root@backbox:~# tcpdump —e icmplicmptype] ==

2)ICMP 7|5 T4 o=
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root@xubuntu:~# echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all

root@xubuntu:~# tcpdump —e icmplicmptype] ==

= o) =
3) Wy 44 F) ol
ICMP Header
Byte
Offsetfo | | 1 g | RN SRR CIRNEN AN SRR XN R
0 Type Code Checksum g
. | | 1 | | | | 1 | | | I .I | I. | | | 1 | | | 1 | | | Byles
Other message specific information... *
T | L I L | L B e e
B|10123456?890123456?89012345678901
|« Nibble —b'— Byte —h}— Word -—-i
Checksum

ICMP Message Types

Type Code/Name
0 Echo Reply
3 Destination Unreachable
0 Net Unreachable
1 Host Unreachable
2 Protocol Unreachable
3 Port Unreachable
4 Fragmentation required, and DF set
5 Source Route Failed
6 Destination Network Unknown
7 Destination Host Unknown
8 Source Host Isolated
9 Network Administratively Prohibited
10 Host Administratively Prohibited
11 Metwork Unreachable for TOS

(5) ICMP =¥~ F7

Type Code/Name
3 Destination Unreachable (continued)
12 Host Unreachable for TOS
13 Communication Administratively Prohibited
4 Source Quench
5 Redirect
0 Redirect Datagram for the Netwaork
1 Redirect Datagram for the Host
2 Redirect Datagram for the TOS & Network
3 Redirect Datagram for the TOS & Host
8 Echo
9 Router Advertisement
10 Router Selection

Type Code/Name

11 Time Exceded
0 TTL Exceeded
1 Fragment Reassembly Time Exceeded
12 Parameter Problem
0 Painter Problem
1 Missing a Required Operand
2 Bad Length
13 Timestamp
14 Timestamp Reply
15 Information Request
16 Information Reply
17 Address Mask Request
18 Address Mask Reply
30 Traceroute

Checksum of ICMP
header

RFC 792

Please refer to RFC
792 for the Internet
Control Message
protocol (ICMP)
specification.

root@xubuntu:~# echo 0 > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

root@xubuntu:~# ping 192.168.10.255 -b

D IP 2=%3 #2490 WHygorw &34 [P F4 5o 54 tidzae] 1P F48 dAsta,
EAZ] P F4& 3o BREEIAE P F4 2558 I3 eE AA ICMP 23S A%
=] A% i A

[e} —

root@backbox:~# hping3 192.168.10.255 —a 192.168.10.215 ——icmp ——flood —d 65000 &

root@backbox:~# tcpdump —e icmp licmptype] ==

root@backbox:~# hping3 192.168.10.215 -a 192.168.10.219 -p 22 -S —-flood &

root@backbox:~# tcpdump "tcpltepflags] & (tcp—syn) != 0"

=

D #F8] Al =8

77

5ol Wl Syn DDoS & 43 Syn DRDoS &4o &

e
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2) A4 8H gk dAA AA
root@xubuntu:~# sysctl —a | egrep "tcp_max_syn_backlog"

net.ipv4.tcp_max_syn_backlog = 128

o5 u§ A

(2) TCP &=

1) TCP g9
7o 7 Ao

e sl FAZNN AxYY

2) =9 AA 2L 2t

4 88 AZAA B4 #3

(1) HTTP GET &¥49 &4

Time Source Destination Protocol Info

4 0.000583 169.146.166.37 213.153.205.182 HTTP GET / HTTP/1.0

5 0.002280 213.153.205.182 169.146.166. 37 HTTP HTTP/1.1 200 oK (text/html)
11 0.201695 56.95.172.130 213.153.205.182 HTTP GET / HTTP/1.0

12 0.206368 213.153.205.182 56.95.172.130 HTTP HTTP/1.1 200 oK (text/html)
18 0.402112 168.217.142.0 213.153.205.182 HTTP GET / HTTP/1.0

19 0.403480 213.153.205.182 168.217.142.0 HTTP HTTP/1.1 200 oK (text/html)
25 0.602584 199.148.145.6 213.153.205.182 HTTP GET / HTTP/1.0

26 0.606367 213.153.205.182 199.148.145.6 HTTP HTTP/1.1 200 oK (text/html)
32 0.804373 162.216.154.125 213.153.205.182 HTTP GET / HTTP/1.0

33 0.809453 213.153.205.182 162.216.154.125 HTTP HTTP/1.1 200 oK (text/html)
39 1.004762 205.182.177.239 213.153.205.182 HTTP GET / HTTP/1.0
40 1.007915 213.153.205.182 205.182.177.239 HTTP HTTP/1.1 200 oK (text/html)
46 1.204983 164.192.24.244 213.153.205.182 HTTP GET / HTTP/1.0
47 1.207573 213.153.205.182 164.192.24.244 HTTP HTTP/1.1 200 oK (text/html)
53 1.406715 39.163.133.234 213.153.205.182 HTTP GET / HTTP/1.0

55 1.408858 213.153.205.182 39.163.133.234 HTTP HTTP/1.1 200 oK (text/html)
62 1.607263 197.59.89.173 213.153.205.182 HTTP GET / HTTP/1.0

64 1.608710 213.153.205.182 197.59.89.173 HTTP HTTP/1.1 200 oK (text/html)
71 1.808347 189.246.11.232 213.153.205.182 HTTP GET / HTTP/1.0

73 1.809737 213.153.205.182 189.246.11.232 HTTP HTTP/1.1 200 oK (text/html)
80 2.008932 119.204.77.25 213.153.205.182 HTTP GET / HTTP/1.0

82 2.010315 213.153.205.182 119.204.77.25 HTTP HTTP/1.1 200 oK (text/html)
89 2.209195 108.198.119.75 213.153.205.182 HTTP GET / HTTP/1.0

90 2.210959 213.153.205.182 108.198.119.75 HTTP HTTP/1.1 200 oK (text/html)
96 2.409461 179.217.244.130 213.153.205.182 HTTP GET / HTTP/1.0

97 2.410698 213.153.205.182 179.217.244.130 HTTP HTTP/1.1 200 oK (text/html)
LO7 2.609894 140.245.134.208 213.153.205.182 HTTP GET / HTTP/1.0
108 2.611252 213.153.205.182 140.245.134.208 HTTP HTTP/1.1 200 oK (text/html)
114 2.811219 80.8.97.20 213.153.205.182 HTTP GET / HTTP/1.0
115 2.813127 213.153.205.182 80.8.97.20 HTTP HTTP/1.1 200 oK (text/html)
121 3.010681 9.152.57.149 213.153.205.182 HTTP GET / HTTP/1.0
122 3.012027 213.153.205.182 9.152.57.149 HTTP HTTP/1.1 200 oK (text/html)
128 3.212046 163.135.22.148 213.153.205.182 HTTP

N

GET / HTTP/1.0

D AuelA wtEHor 72 HoAE 8%
2) Bhdobol 71wgk dAA dAE Tl ol

(2) €29 28 ~(Slow Loris)

-
4
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.168.0.98 192.168.0.22 60 GET / HTTP/1.1
192.168.0.98 192.168.0.22 TCp 60 unicontrol = http [AC
! 192.168.0.98 192.168.0.22 Tcp 60 unicontrol = http [Ac
[ 192.168.0.98 192.168.0.22 TCP 60 unicontrol = http [FI

Hypertext Transfer Protocol
=

+ [Expert Info (Chat/Sequence): GET / HTTP/l.1\rin]

E Request Method: GET

2f 20 48 54 54 50 2f 31 2e 31 od 0a GET / HT TP/1.1..
74 3a 31 39 32 Ze 31 36 38 Ze 30 Ze Host: 19 2.168.0.
0a od O s

D A " Ao H&a AgA F WrwnWrwn(0d0a0d0a) S =g aiof $w<
A&

2) HTTP &l e} HTTP vtt] Alole] AAE Wrwn(0dOa) 53 o] ofujstA AAs] &
o7 HAFaH Au7t Fy ARE A FAE frtx] d4E 7-A4

root@backbox:~# slowhttptest ~H —g —o slowloris —¢ 4000 -r 100 -i 10 -t GET -p 3 -x
3 —u http://192.168.10.215

2.168.0.98 192.168.0.22 90 [TCP segment of a reassembled PDUI]

0000 08 00 27 9a S5a 22 28 e3 47 8a 3b b6 08 00 45 ..'.Z2"( Ga;...E.
0010 00 4c 3b 69 40 00 80 06 3d 7a cO a8 00 62 cO

0020 00

0030
0040
0oso

3) Ebdopgel 7Iutgk AR dAge Fa Lol

(3) A Rudy) &

o
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HEAD O Edit and Retry

http://iwww.cs.sfu.ca/CourseCentral/433/bfraser/notes/07-
LinuxProgramming-4up.pdf

®2000K & O0bytes ©O166ms

View Request View Response

Accept-Ranges: byles
Box: b3 D=16364 (=1437712645046962
{_Content-Length: 171669 ) |
Content-Type: application/pdf
Date: Fri, 24 Jul 2015 04:37:25 GMT
Etag: "95d2b9-29e95-22dac7c0"
Last-Modified: Mon, 22 Sep 2014 03:35:03 GMT
Server: Apache/2.0.59 (Unix) mod_fastcgi/2.4.2 proxy_html/3.1.2 SVN/1.4 4 DAV/2
mod_ssli2.0.59 OpenSSL/0.9.8k PHP/S.2.8

view raw
(empty)

1) content-length 3ol 7|dts] A= di&Fe] dlo|HE HAEHET o FAIZE 58 £ A

=
<

root@backbox:~# slowhttptest =B —g —o rudy -c 4000 -r 200 -i 100 -t GET -s 4096 -x

3 —u http://192.168.10.215

2) Brdobol 7Iwgk dAA dAE Tl ol
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A3-13 VPN £%
1. & 75 7IWke] VPN
(1) SSH VPN %2]
1) TELNET A& tjA gk w2
2) SSHv1%} SSHv27k Qe 4% 53 27}
(2) PGP VPN 2]

1) SMTP 2ol 283t 2

WebVPN

Internet

Headquarters

L

Workplace
Resources

327P_065

SSL/TLS VPN #-24]
3. MEY A AlS 7I5¥ke] VPN

IPSec VPN 2]

81
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ol ®A AlF 7|¥ke] VPN

Original Frame

( - )
Ethernet P TCP
Header Header Segment B=
IPSec — -
Ethernet P Tunnel Ethernet IP ubP L2TP Ethernet IP TCP Data
Header Header Header Header Header Header Header Header Header Segment
e
New headers for IPSec tunnel New headers for L2TP tunnel Original Frame now Tunnel payload

L2F VPN« L2TP VPN« PPTP VPN &

82
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A|3-2% SSL/TLS VPN 743 &%

1. SSL/TLS W2 e] A4 +x

SSL SSL Change
Handshake | Cipher Spec ":SI' :‘Ierlt
Protocol Protocol Ao
SSL Record Layer Protocol Application Layer

T

(1) SSL d=4old Z2EF

1) DES T3+ RC4 W2 5o 7]ukal A

e
i)
ng
g
il
ox
ox

2) AH et SR E AT e Q1T Ve

(2) SSL ¢t5 WA Ay Z2EZ

Aol Bt vl WgE FulowA Hel JA4S 9
(3)SSL Hx T2EF

FAglA e F

f
)
off
tlo
4
o,

(4) SSL #l7E A= T2 g

(2) @3t > 4F8 > oA A > ksl > SSL dRs &y 71
3. SSL/TLS #2le] 52

AR % AY 7

83
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(1) 271 &% @4
SeholdES M Afolol A St E Aze MB Az AT wu
(2) A 15 &

Aol &3l dHE Sl EAA HE

F=Hola TREFANA AAE JA v A= T2 AFAd @7 T/ I E I3}
3 AEetar, 4o WA AMY ZREZONA TS dAloA AT dde] Het vy HSFE
Ao A A%

4) 5 oA

Je e SSL/TLS B41S 283 5 TCP #2le we ¢x2oa d94 85

5. OpenSSL 3IE 22 = (HeartBleed) &2

A Untitled - Notepad - oIEl

File Edit Format View Help

0700: BC 9C 2D 61 5F 32 36 3@ 35 26 2E 73 61 76 65 3D ..-a_2605&.save= A
0710: 26 70 61 73 73 77 64 S5F 72 61 77 3D 06 14 CE 6F &passwd_raw=...0
0720: A9 13 96 CA A1 35 1F 11 79 2B 20 BC 2E 75 3D 63 ..... 5..y+ ..u=c
8730: 6A 66 6A 6D 31 68 39 6B 37 6D 36 30 26 2E 76 3D jfjmlhO9k7m6O&.v=
0740: 30 26 2E 63 68 61 6C 6C 65 6E 67 65 3D 67 7A 37 0©&.challenge=gz7
0750: 6E 38 31 52 6C 52 4D 43 6A 49 47 4A 6F 71 62 33 n81RIRMCjIGlogb3
0760: 75 69 72 61 2E 6D 6D 36 61 26 2E 79 78 6C 75 73 uira.mmba&.yplus
0770: 3D 26 2E 65 6D 61 69 6C 43 6F 64 65 3D 26 70 6B =&.emailCode=&pk
0780: 67 3D 26 73 74 65 70 69 64 3D 26 2E 65 76 3D 26 g=&stepid=&.ev=&
0790: 68 61 73 4D 73 67 72 3D 30 26 2E 63 68 6B 50 3D hasMsgr=0&.chkP=
07a@: 59 26 2E 64 6F 6E 65 3D 68 74 74 70 25 33 41 25 Y&.done=http%3A%
07b0: 32 46 25 32 46 6C 2E 79 61 68 6F pAS ¥1amail . yahoo.

com&. pd=ym_ver%3

DO%26c%3D%26ivt%

3D0%26sg%3D&. ws=1

&. cp=0&nr=08&pad=

6&aad=6&login=ag
nesaduboateng®40
yahoo. com&passwd

(1) 2014 OpenSSL 1.0.1-1.0.1f B} A3} 1.0.2-beta WA SoA] TAs A= ¥H &
HEZ2S 7|HogA 93 AW} wE¥+= F o

(2) A% 24 A v HE QA i WA dHolE. Y ASAH AgE
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A|3-3% IPSec VPN T3 52+

1. IPSec W49 &+

Authentication Header

Router A

All data in plaintext

AH provides the following:
= Authentication
= Integrity

Encapsulating Security Payload

Router A

(1) IKE 194 &=k

718 AAg

(2) IKE 29+A4] A=k

Data payload is encrypted

ESP provides the following:
= Encryption
= Authentication
= Integrity

2 6etAle] W9l R FASAY 3uA] o RER §

3. IKE+ ISAKMP 719

(1) ®ot #A4o] 7t

(2) IKE ¥HAle A A A}E HAS T2 E o], [SAKMP #4e A A

A TrER

sties Adlete ZREZ

(3) 20106 @A IKE 2.0 B2l A ISAKMP WA& F5 %

4. ESP 2o 7148k [PSec VPN A3 +3

By T7k9] Apolst ESP A9l Sl A1) Aolo] wet AE mEst

85

Router B

Router B

=
=
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Transport IP ESP ESP ESP
Mode Hdr  Hdr Trailer Auth

+«— Encrypted —
+«—— Authenticated »

»
>

ESP ESP
Trailer Auth

4 @
\

4\/
h
4

v

ESP
Hdr

IP
Hdr

+—— Encrypted —
Authenticated

'l

w IP

(2) 5Hd =

1) 4% ¥H3 VPN 7[Ho =z %3l H3535}9

N
__)‘4_11
)
AL
o
i
H
rr
<
o
z
o
I

3) &1 Ak 1Ak} S Agn] Afoldl A HF o2 FAle 4]
5. IPSec VPN T4 <4

crypto isakmp policy 20
encryption des

group 2

hash mdb5

authentication pre—share

lifetime 60

exit #IKE 194 X 44 T8

crypto isakmp key 1234 address 192.168.34.4

crypto IPSec transform-set secrpass esp—-3des esp-mdb-hmac
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exit #IKE 294 dx A4 T8
6. IPSec VPN #-7 oA PAT W o] g &4

(1 =A%

IPsec
Remote IPsec .
Private Client PAT Device Gateway Qrivate
Network Network g
e Public T 8
Network
PAT fails because in ESP packets,
Layer 4 port info is encrypted.
(2) |23
IPsec
Remote IPsec .
Private Client PAT Device Gateway Private
Network Network E
Public #
Network

External ESP Original TCP/UDP .
; IP Header Header IP Header Header Ja kil ESP Trailer

External UDP ESP Original TCP/UDP .
IP Header | Header Header  IP Header Header Payload WeiICiCH
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20199 &

=

2] gx] #HH|(Intrusion Detection Systems)2] o] 3l

A 47

=
[}

1. IDS¢] 7]

Internet

‘\Corporat;

Network

!

g]

=)

=]

(1) A 7]

7)uke] g

)

(2) 4

o 7o w HE Jr= 55 ARl 53 B4

(3) ol¢ 7]

ek QA

(e}
s &

¢}

[e]
T

o

88
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(4) 1 719ke} &4

i

el Aol F4 AZEolE AX ] HAA AWE HIAY FAA]

offl
o
o
>,

3. IDS¢] FH7

(D) MELA 7]¥ke] IDS

1) LAN 99 AAE @A 3=

2) ZApxlel Al et fzleol tsst H7l & ©HA 2

(2) 32E 7]4dke] IDS

D WE F48 gx&=d 2
2) ZAE Gt gx

4. &A oF

(1) &% (False Positive)

F9 7Igoll A Al FEE oFefHl R o
(2) & (False Negative)

N 7)ol A otelH el §9

o
2
2,

2
(e}

do

ot

o
b
to
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A5 2xE AHE 44

oskel Ul &

rlo
i
i)
B
)
o
o
©
oo
:0124
N
ML
nt
—

6.04 Aol 24
1. ICMP &% ©=x# 44

cat > /etc/snort/rules/local.rules

_alert icmp any any -> any any (sid:1000001)

(1) &2 (action) F3

alerts loge passe activates dynamice drope rejecte sdrop & & 87}
(2) sid 9]

1) 99 o]3}

Al 2= W ol A ARG

2) 1008 1,000,000 &}

QoA k= BA ROl A A

3) 1,000,001 ©]4

AH&AE7}E localrulesell Al ol = ARES wf ARG

2. 559 B 4 @4 43

cat > /etc/snort/rules/local.rules

alert icmp any any -> any any (msg:"PingOfDeath";threshold:type both,track

by_src,count 10,seconds 2;sid:1000001;)
alert icmp any any -> any any (msg:"PingOfDeath";threshold:type both,track
by_src,count 10,seconds 2;dsize:>5000;sid:1000002;)

(1) msg 27

(2) threshold:type |7

1) threshold:type threshold 3%

|7l Agrol] Zwkal 10709 HZl& 2 Fags E9[e7le] 20708 F H E9]
2) threshold:type both 7-5-

AZE kAo Zlube] W) 2% Ao ® 1078e] SAAARE Fads S [#7le] 2070 ¢ =

90
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e

W =9 ]
3) threshold:type limit 4%

HZLe] Agreh AIZE ZkA o ZRbe] v 2% ACw FuFS 100 =

S5 track by src Source IP base
IP condition ——
track by dst Destination IP base
threshold:type threshold Number of packet
: e Number of packet
Log type threshold:type limit [Time period
threshold:type both Time period
Number of packet count 10000
Time period seconds 2

(3) track 9]

1) track by_src “d%-

Zu [P Fad] 7]wke] 37
2) track by_dst 4%

BAA] P Fho) 7)6ks)] 53
(4) dsize 2]v]

Ao A7 AA

3. IP 2=3F

ol
ol

7 g4 44

cat > /etc/snort/rules/local.rules

alert icmp 10.0.0.0/8 any —> any any (sid:1000001;)
alert icmp 172.16.0.0/16 any —-> any any (sid:1000002;)

cat > /etc/snort/rules/local.rules

alert icmp any any —> any any (sid:1000001;)
alert icmp any any —> any any (sameip;sid:1000002;)

5. 2t% XE 270 ©x 44

91
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cat > /etc/snort/rules/local.rules

alert tcp any any —-> 192.168.10.215 22 (flags:S;sid:1000001;)

alert tcp any any —> 192.168.10.215 22 (flags:F;sid:1000002;)

alert tcp any any —> 192.168.10.215 22 (flags:UPF;sid:1000003;)
alert tcp any any —> 192.168.10.215 22 (flags:!'UAPRSF;sid:1000004;)

cat > /etc/snort/rules/local.rules

alert tcp any any —> any any (flags:S;threshold:type both,track by_src,count 10,seconds
2;s1d:1000001;)

EN|
-
Wi
24
g
)
o
of
i
o
B
(A
o

cat > /etc/snort/rules/local.rules

alert tcp any any -> any 21 (threshold:itype both,track by_src,count 10,seconds
2;s1d:1000001;)

8. FTP AE 1<% w4 44

cat > /etc/snort/rules/local.rules

alert tcp any any —> any 21 (content:"user root";nocase;sid:1000001;)

(1) content 2|7

dAolREoM AT EAd Ee I A= AF
(2) nocase W]

e A2 T A

9. SSH A& ©&A 473

cat > /etc/snort/rules/local.rules

alert tcp any any —> any 22 (content:"SSH";nocase;offset:9;depth:5;sid:1000001;)

AN NS Fo]7] Y3 Hx AA
£8 Az HolR oA 123456789ABCDEFGHIK W&o] o+ A
(1) content:"567";0ffset:3;depth:5;

3 Hlo]Eo| A 5 ulo]Ezx] M F(56789) | FALS FE(567)

92



20193 & 29 FF A3 (pentesting.kr)

(2) content:"123";depth:5;content:"ABC";nocase;distance:5;within:5;
0 H}o]Eo| A 5 Hlo|EZ}A] AASE H(123456) 3 EALS F3(123)st1, i £x4
(123)0ll 4] 5 HlolE =33t &l 92 (9ABCDEFGHUK)e A 5 Hlo]EZbA] A M3} (ABCDE)

g EAd S FE(ABO)

10. HTTP GET &d949 &2 94 44

cat > /etc/snort/rules/local.rules

alert tcp any any —> any 80 (content:"GET / HTTP/1.";nocase;threshold:type both,track
by_src,count 10,seconds 2;sid:1000001;)

11. €29 282~ &2 &2 A4

cat /etc/snort/rules/local.rules

alert tcp any any —> any 80
(flow:to_server,established;pcre:"/["Wx0dWx0a ] Wx0dWx0a$/";threshold: type both ,track
by_src,count 10,seconds 2;sid:1000001;)

(1) flow 2]H]
1) Ao} FoldES] 358 Aojdtes EEE ALE

2) flow:to_server,established

swE AN o 0L doR 39 97 44 olFe AAwe AeldAris o
Bl
(2) pcre 9JH]

H 53+ A9+ Ed 2 (Perl Compatible Regular Expressions)S 2] H]
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A6-13 W3H (Firewall)e] o] 3]

W Aol AT A FHel weh 54 WAL Ade 588

AR e sl=9o] A

rr
b
(K
ul
J\_Q,(

L2 o
—z
o2
i)
=
e

EEA edolgla: F2w OSI #Hx Ry TAF Tvts] HEHE 7leSs 6]
w ol 9 Wal¥H(Web Application FirewalDA 9 54 58 ASY T2EITWS XY
E3) A

L

D OSI &z g9 AT 4715 5AlTl 7Intel] d& #7l o -5 HAbsh=dl, JH +

j=
A HolRe o AA B4 $4S 3

< TCP & 19k &2 71wl glojA F4 o] &7ksstr] wZol etokx

() R B e A G9EE 230y deean @
(2) Hedlol WHos FAD YU WAY EaEdD §
=

(3) 5 /M9 NIC &=

ol 3

(4) =729 2hrEet 7w F= AolEdoelE AR TxE MY TAE Ao E o
ekar o

(5) DMZ A 9GAx 78 F= AloJESo] 5o +Y3tc 725 =AW= AHY AolES
SEER
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A6-27% ACL 7]ute] ®isid H4
1. ACL A4 Al 118 A}
(1) 9d=st= viazm 7)d

(@) #4349 Aq T2

3

ftlo

(1) =4 IP 4 == IP g 7)vts) L5 d 7]

olf

(2) 10S 7]

MN
o
fru
>
>
ofo
N
olr
ot
>
@
—
1>
1
'

ITE 1-99 EE 1300-1999
(3) 743 <l

access-list 10 permit 192.168.10.1 0.0.0.0

access-list 10 deny 192.168.10.0 0.0.0.255
access-list 10 permit ip

(1) B IP 4% XE 3G 5o 7|9s)] 2Hd 75S 539

(2)10S 7102 ALE 7Hsd ACL 219

(L
fols
rir
—
o
(@]
)_I.
©
©
kA
rir
\]
o
o
N
[\
(@)
©
O

(3) 74 <

access-list 100 deny tcp 172.16.10.0 0.0.0.255 any eq 23
access-list 100 deny tcp 192.168.10.0 0.0.0.255 any eq 25

access-list 100 permit tcp any any
access-list 100 permit udp any any

4. 71} TCP/IP 7|WF Aol tjsk ACL Wo] AA

R2 (config) #access-list 150 deny ip 10.2.1.0 0.0.0.255 any log

R2 (config) #access-list 150 deny ip 127.0.0.0 0.255.255.255 any log
R2 (config) #access-list 150 deny ip 0.0.0.0 0.255.255.255 any log
R2 (config) #access-list 150 deny ip 172.16.0.0 0.15.255.255 any log
R2 (config) #access-list 150 deny ip 192.168.0.0 0.0.255.255 any log
R2 (config) #access-list 150 deny ip 224.0.0.0 15.255.255.255 any log
R2 (config) #access-list 150 deny ip host 255.255.255.255 any log

R2 (config) #access-list 150 permit ip any 10.2.1.0 0.0.0.255

R2 (config) #interface e0/0

R2 (config-if) #ip access-group 150 in

R2 (config-if) #exit
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(2) ICMP &9 &4 %ol

R2 (config) #access-list 112 deny icmp any any echo log

R2 (config) #access-list 112 deny icmp any any redirect log

R2 (config) #access-list 112 deny icmp any any mask-request log
R2 (config) #access-list 112 permit icmp any 10.2.1.0 0.0.0.255
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 112 in

R2 (config-if) #end

(3) ICMP 2™ 37 Hof

R2 (config) #access-list 111 deny ip any host 10.2.1.255 log

R2 (config) #access-list 111 permit ip any 10.2.1.0 0.0.0.255 log
R2 (config) #access-list 112 deny ip any host 10.1.1.255 log

R2 (config) #access-list 112 permit ip any 10.1.1.0 0.0.0.255 log
R2 (config) #interface e0/0

R2 (config-if) #ip access-group 111 in

R2 (config-if) #end

R2 (config) #interface e0/1

R2 (config-if) #ip access-group 112 in

R2 (config-if) #end
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A7-1% IPTables ©]3]

ol5te] W B AL ol g FRF 1604 BANA 24

1. [PTables A] &

2001 1€ 252 24 AGRE AT
2. IPTables 7|%

(1) 3+ 4 A= 7]vre] w3

@ d 24 7%

(3) NAT 7|5

3. [PTables T4

Filter Ho]E« NAT H|o|E« Mangle H¢]E+ Raw Ho|E=2 +A

4 F2 §O
(1) INPUT Ad

W e BHAR Age o)Bate A=
(2) OUTPUT A<l

s e U2 Agd olFa: P

(3) FORWARD A<l

(3

e

rlr
o
do
%
)
offl
21'4
rlr
oM.
fru

5. IPTables €%

Is -1 /sbin | grep iptables

6. 712 o]

iptables —flush |
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A|7-27% IPTables AHE ¥4
olste] &2 A AAE o] &3 FEF 16.04 27 A 24
1. ICMP &% ¢ 24

iptables ——append INPUT --protocol icmp ——icmp-type echo-request —j LOG

iptables ——append INPUT —-protocol icmp ——icmp—type echo-request —j REJECT

(1) ——append INPUT W& o]= o= WS o R gtk ov|

(2) ——protocol icmp HW#Ho]&= ICMP WAlS oz A &3kt 9

(3) ——icmp-type echo-request #o] = ICMP 284S Aoz A &3 AttE on
(4) -j LOG "ol =3 F&8td =5 7|58t o]

(5) =j REJECT W&ol 2o F¢3td ICMP &7 $HS Tl AXsavhs 9n

2. ICMP &% A F71 44

iptables —-append INPUT --source 192.168.10.219 --protocol icmp --icmp-type
echo-request —j LOG

iptables —-append INPUT --source 192.168.10.219 --protocol icmp -——icmp-type
echo—-request - DROP

—-source 192.168.10.220 H#olx= &x] [P 47} 192.168.10.220H ¢ A9 #8314
= ojn)

3. ICMP &7 =& F7F 44

iptables ——append INPUT --protocol icmp ——icmp—type echo-request ——match length
——length 1024: - LOG

iptables ——append INPUT —--protocol icmp ——icmp-type echo-request —j LOG

iptables ——append INPUT --protocol icmp —-icmp-type echo-request ——match length
--length 1024: -j REJECT

iptables ——append INPUT —-protocol icmp ——icmp—type echo-request —j ACCEPT

—--match length ——length 1024: H&Ho]= 71 ZAo]j7} 1024 vlo]E o] A4S thato=w A
As AgsilthE 9

iptables —-append INPUT --source 192.168.10.215 --protocol icmp --icmp-type

echo-request -3 LOG
iptables —-append INPUT --source 192.168.10.215 --protocol icmp --icmp-type
echo-request —j REJECT

5. TCP & 2703} TCP &= o0& A7 2k AA
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iptables ——append INPUT —-protocol tcp ——tcp—flag ALL SYN —-j LOG
iptables ——append INPUT —-protocol tcp ——tcp—flag ALL SYN —j REJECT

o
6. /e 220 gk 47

iptables ——append INPUT —-protocol tcp ——tcp—flag ALL FIN —j REJECT

iptables ——append INPUT —-protocol tcp ——tcp—flag ALL FIN —j REJECT

iptables ——append INPUT —-protocol tcp ——tcp—flag ALL URG,PSH,FIN —-j REJECT

iptables ——append INPUT —-protocol tcp ——tcp—flag ALL NONE —-j REJECT
iptables ——append INPUT —-protocol tcp ——tcp—flag ALL NONE —j REJECT

(1) —-tcp-flag ALL FIN H#Eo]= FIN Z 18 AAS ANIHEES oz 4 L3Ar)s
ol w|

(2) ——tcp—flag ALL URG,PSH,FIN ®#H¢]:= URGs PSHe FIN Z#18 SAlo] HAg A
ONES o H&sHlvke 9n

7.SSH 3% 2d 4A

iptables ——append INPUT --source 192.168.10.219 —-protocol tcp ——destination—port
22 -j LOG

iptables ——append INPUT --source 192.168.10.219 --protocol tcp ——destination—port
22 -j REJECT

--destination-port 22 M H= HX 2 LE WHE7} 22 A9 AL 9]

8. SSH ¥=¥ o

1A
ol
b
Wi
2
ae)
(0
ol

iptables ——append INPUT --source 192.168.10.219 —-protocol tcp —-destination—port
22 —-match state ——state NEW -—-match recent ——set

iptables ——append INPUT --source 192.168.10.219 —--protocol tcp ——destination—port
22 -—match state ——state NEW —-—match recent ——update ——seconds 1 ——hitcount 2 -j
REJECT

(1) ——match state ——state NEW H#o]x TCP 394 A4 ¢=HEH ZAANS FHE30vgs=
o] H]

(2) —-match recent —-set H#Ho]= EWUX] [P 4 585 507 vt AHNE 283}

At oy

(3) ——match recent ——update H#Ho]+= M2E EUX [P T4 5& 502 F7ls) AA
S A&t 9v
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A8 71} Bt ]
1. B¢t %3 Av](Unified Threat Management)
2. ESM¥} SIEM

Hok gulEe olMES AP 45 AT BAFORA HAZF B WS sfebeln oS
Sh A9

(1) ESM(Enterprise Security Management)

DBMSell 7]5te] ©7] o] flE 95 Ao 24

D olo]dE xE

Heb Zulo] gAstH do]dE XEVF £ JEE U LEZ HF
2) MiyA L=

AqolFE XEZ FAHH, co]dE FEA FAI ARE E4staL AT 5 ZE 2
ER AF

3 24 e
Al Arel el AZA Age 43 B 7)s 52 AAGES A9 BA

(2) SIEM(Security Information & Event Management)

=

D A=/l 71vte) 1) Hlo]

4

T A3 A Aol 24

- A=

ol
M

2) 21 e e W 24

P

S olWlE 'l Fro] AvAgds EAe Bt ool i ok A
S 3

3. PacketFence* FreeNAC 5& ¥ A<l & A HHA 9 NAC =

4. KISA®] Castles ATRONIX$]

QF Ak 7|Hke] 4] i

=

ebKnights TrustWave® ModSecurity 52 thxZ <l
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A9 T4 LAN Bt gud&9] olsist £5F

0 HES Z3 QAT

ne

2 w3 24 vES] 27| ¥WEH #HE XOR A4t

LAA T A4l ghe AHESE WPA-PSK W23 915 MM E AME3h= WPA-EAP W
A

AES Walo| 719kl CCMP <18l &5S A
(2) 24

MIC %2 7]

(3) A=A

AARZAC FH da] S AFESE WPA-PSK %23} ¢15 AHE A3l WPA-EAP W
A
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(2) MAC & 7149 1=
(3) SSID 3} F# 44

(4) IEEE 802.1x 7|4} 21&
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A1% FTP Ad]2 Bet

ke

=

fol

D Sl E FollA 1,024 oo oA £E WS E ol &s) AH = 21 XE W
o

3) AH SelM= 20W ZE WEE o] &s] IEelAE S AR 1,024W o] A
_‘{

4) AW FoAe= 20 XE T E o] &3] ZTlo]AdE Fo AR 1,024 o]iFo] AA|
YE WaZ dolg A

() &% ==

-3
>
‘»—‘
(@)
[\
o~
(L
o
oz
o
n
>,
ke
(m
(L
fol
it
o
oo
o
T
||\
t
(L
ke
[
(L
fof
u

=
rl
e
2
ul
||\
2
R
rir

AE Z 10249 ool AN EE WEZ oy AU A4

Hel

5) AW Zol A 1,024 o4re] Q1A EE WEE o83 ZeoldE = 1,024% o]4bo]
o

YA 2E SR Holy AF
5.FTP Mulx 98 84

(1) FTP AMu]2e HE F-320]7] wdd SFTP AH|2= AFES A%
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20199 &

(2) 919 FTP A H

N

<]
op

(3) FTP v}k

olo

el

el

4qr

o] o

‘ao
‘mo

1) PORT

1, 21 FTP A&

9]

2) thA] =
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A2% SMTP A{H]2& HeH

(1) Mg A oo]dE MDA

Mol st ni) 5 Agetu FA40R AEelA WY

(2) Wd A% oo]dE MTA
AA vd AES 53

(3) MY ALg-x} olo] HE MUA

Outlook Express 53} o] AL&xol A Mg wol F7] 98

2. PEM 4

TEo H34

3. PGP 4

(1) ¥ A THPhil Zimmermann)e] 712
(2) PKI 7]15ke] Q15 7]3ho] glth.

(3) 71¥& A ="¥} 5.3ko] &

4. S/MINE 4]

AR Bl 7]

(H 71494
3DES ®2] Fof 7|4k
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#1373 DNS AH]2 Rt
1. TCP/UDP ®2]e] 7]uts] ¥ E WE 53 A&
2. 9x9-= 2o AAA DNS A A
(1) =24 tyx=39 C:WWindowsWSystem32WdriversWetcWhostsoll A -5 [P 54 74
(2) 274 vz 2] DNS 7|A] Elo]EdA IP 4 A
ipconfig/displaydns ™ # o] T+ ipconfig/flushdns B #Ho] & &<l
(3) 27 DNS AHA IP F4 #H
3. DNS "ol el
root@xubuntu:~# cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 debian
# The following lines are desirable for [IPv6 capable hosts
1 localhost ip6-localhost ip6—loopback
ff02::1 ip6—-allnodes
ff02::2 ip6-allrouters

root@xubuntu:~# cat /etc/host.conf

multi on
order hosts,bind

root@xubuntu:~# cat /etc/resolv.conf

domain localdomain
search localdomain
nameserver 192.168.10.215
nameserver 8.8.8.8

4. DNS AMuj= 99 &
(1) DNS =3 (DNS Amplification) &2

D) 049 FAE FF4 B FAE GPSE P 2FF EE 488 dose o
ReTA
[e)

%o Eod
2)DNS MM S84 Faol 7lws) FA47 A% 832 T4 B S0

Aol¥ol §8S A §3 L CNAME
TN e 7N FA At A B-e f

mlm @

4) HH 1PlA 273k DNS dojo thefrvt sdates 445 A
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No.  |Time Source Destination Protocol Length Checksum  Info

9825 56.167831 DNS 89 standard query Oxff2e ANY hajji t .XyzZ
9821 56.166119 DNS 89 standard query Oxff2e ANY hajji . XyZ
9542 54.565142 DNS 89 standard query Oxff2e ANY hajj: . XyZ
9537 54.563408 = DNS 89 standard query Oxff2e ANy hajjé .XyZ
9264 52.969053 DNS 89 Standard query Oxff2e ANY hajje . Xyz
9261 52.967403 DNS 89 Standard query Oxff2e ANY hajja . XyzZ

8994 51.365928 DNS 89 standard query Oxff2e ANY hajji . XyZ
‘ =

| Frame 9821: 89 bytes on wire
¥ Ethernet II, Src: Fee
7 Internet Protocol
i User Datagram Protocol, Src Port: 64465 (64465),
Domain Name System (query)
Transaction ID: Oxff2e
# Flags: 0x0100 standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 1

-l Queries
[— hajjamservices.xyz: type ANY, class IN
Name: hajj: . XyZ

[Name rLength: 18]
[Label count: 2]
IType: % (A request for all records the server/cache has available) (255)]
CTass? IN {0X0001)

-l Additional records

-] <ROOT>: Type OPT

Name: <Root>
Type: OPT (41)
upP payload size: 9000

Higher bits in extended RCODE: 0x00
EDNSO version: 0
= Z: 0x0000
Bo:miairicniovmre cammion simince = DO bit: cannot handle DNSSEC security RRs
.000 0000 0000 0000 = Reserved: 0x0000
pata length: 0

(2) DNS 233 (DNS Spoofing) &4
(3) A2 gIE AR ==
root@backbox:~# dig @192.168.10.215 public.go.kr axfr

; <<>> DiG 9.10.3-P4-Debian <<>> @192.168.10.215 public.go.kr axfr

; (1 server found)

;; global options: + cmd

public.go.kr. 86400 IN SOA public.go.kr. root.public.go.kr. 1
10800 3600 432000 86400

public.go.kr. 86400 IN NS ns.public.go.kr.

public.go.kr. 86400 IN MX 10 public.go.kr.

public.go.kr. 86400 IN A 192.168.10.215

ftp.public.go.kr. 86400 IN A 192.168.10.215

mail.public.go.kr. 86400 CNAME smtp.public.go.kr.
ns.public.go.kr. 86400 IN A 192.168.10.215

smtp.public.go .kr. 86400 IN A 192.168.10.215
ssh.public.go .kr. 86400 IN A 192.168.10.215
telnet.public.go.kr. 86400 IN A 192.168.10.215

www.public.go.kr. 86400 IN A 192.168.10.215

public.go.kr. 86400 IN SOA public.go.kr. root.public.go.kr. 1
10800 3600 432000 86400

;; Query time: 1 msec

;; SERVER: 192.168.10.215#53(192.168.10.215)

;; WHEN: Mon May 01 10:00:48 KST 2017

;; XFR size: 12 records (messages 1, bytes 295)
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root@backbox:~# dig @192.168.10.215 private.go.kr axfr

; <<>> DiG 9.10.3-P4-Debian <<>> @192.168.10.215 private.go.kr axfr
; (1 server found)

;; global options: + cmd

; Transfer failed.

root@xubuntu:~# cat /etc/bind/named.conf.local
zone "public.go.kr" {type master:file "/etc/bind/public.go.kr.zone";allow—transfer {any;};};

zone ‘"private.go.kr" {type master;file "/etc/bind/private.go.kr.zone";allow-transfer
{localhost;};};

5. Aol E zbet A=)
(1) AW 1P gt wbal
(2) DNS ¢ k2]

ISP A7} Al&-8k= DNS Aol A ZrQl Y] sjdete IP 45 dost= 8o &

=] =
ojew Al s IP 4 thal 2 Aol E(warning.orkr)®] IP F45 45 WY
=] = = = >
(3) HTTP &ltje] 54E HRE o] 83 Ak 2
'u 2interfaces [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)) b
rfnle Edit View Go (Capture Analyze Statistics Telephony Tools Interals Help [
B & e e BEXZ2E| A< DTFEIEEQQaBD | @B B % B ‘
S |
Filter: Expression...
{No‘ Time Source Destination Protocol Length Info |
([~ 86 101.170003000  192.168.1.208 74.125.224.110 TCP 66 51527 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460
87 101.361429000 74.125.224.110 192 168.1.208 TCP 66 http > 51527 [SYN, ACK] Seq=0 Ack=1 Win=62920 Le

?5.224.110 L

51527 > hrtp [ACK] seq=1 Ack=1 win=65780 Len=0

8 4 & .224.110  HTTP H 3
90 101. 534691000 74.125.224.110 192.168.1.208 TCP 60 http > 5152/ [ACK] seq=1 Ack=1100 Win=64128 Len=(
91 101. 577101000 74.125.224.110 192.168.1.208 HTTP 623 HTTP/1.1 301 Moved Permanently (text/html)

92 101.826922000 192.168.1.208 74.125,224.110 TCP 54 51527 > http [ACK] Seq=1100 Ack=570 win=65208 Ler -|

|
{
# Frame 89: 1153 bytes on wire (9224 bits), 1153 bytes captured (9224 bits) on interface 1 |

# Ethernet II, Src: IntelCor_24:e0:44 (60:67:20:24:e0:44), Dst: Cisco-Li_8b:1d:84 (20:aa:4b:8b:1d:84) [
# Internet Protocol version 4, Src: 192.168.1.208 (192.168.1.208), Dst: 74.125.224.110 (74.125.224.110)
4 Transmission contral praracal.  Src Port: 51527 (51527), Dst pPort: http (80), Seq: 1, Ack: 1, Len: 1099
Hypertexl Transfer pProtocol [
GET / HTTP/1.1\r\n
Host: google.com\r\n |
connection: keep-alive\r\n
ACCept: text, nemli,appiicaction/xhtml+xml,application/xml;q=0.9,%/%;q=0.8\r\n |
user-agent: mMozilla/5.0 (windows NT 6.1; wOw64) Applewebkit/537.36 (KHTML, Tike Gecko) Chrome/29.0.1547.57 safari/537.3
X-Chrome-variations: CNwlyQEIhbbJ)AQiptskBCMG2yQEI+ITKAQi4hCOBCPGGYgE=\r\n
Accept-Encoding: gzip,deflate,sdch\r\n
Accept-Language: en-uUs,en;q=0.8,en-AU;g=0.6\r\n
[truncated] Cookie: PREF=ID=4eb88a725096cd7d:U=4c20bldcd43bdcal :LD=en:T™M=1370941782:LM=1370946339:GM=1:S=cbdOhywiiR8AV3}
r\n
[Full request URI: http://google.com/]

(4) SNI(Server Name Indication) x}¢+ 2]

1) ad3537 BEAH o7 MAE7] AR =3+H 0 F Extension: server_name & T A
E o]|Fo] BAH = &3S E e A

2) ESNI(Encrypted SNI) 7]4& Z3&) $-3
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Bade afSxcEgd Q¢ ' 3742 BB cocul gVEX O

Fiter “U‘M’lk’!r : | Expression... Clear Save
No. Time Source Destination Protocol  Length Info >
16 0.090312000 74.125.132.94 10.42.1.4 LSV 235 Server Hello, Change Cipher Spec, Encrypted Handshake Message
18 0.092010000 10.42.1.4 74.125.132.94 TLSV1 149 Change Cipher Spec, Encrypted Handshake Message
65 1.296296000 10.42.1.4 74.125.132.120 TLSvl 434 Client Hello
71 1.328539000 74.125.132.120 10.42.1.4 TLSV1 235 server Hello, Change Cipher Spec, Encrypted Handshake Message
73 1.329094000 10.42.1.4 74.125.132.120 TLSvl 149 change Cipher Spec, Encrypted Handshake Message
77 1.351408000 10.42.1.4 173.194.66.101 TLSvl 18] 8

198 Server Hello,

238 Claent Hallo

1444 Server Hello

173.194.66.101 10.42.1.4 Change Cipher Spec, Encrypted Handshake Message

74.125.132.138 10.42.1.4

97 1.442966000 74.125.132.138 10.42.1.4 TLSVl 5 ate, Sarver Key Exchange, Server Hallo Done
99 1.465835000 10.42.1.4 74.125.132.138 TLSVL 224 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Messac
100 1.499698000 74.125.132.138 10.42.1.4 TLSV1 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message -

R e R T e

¥ Extension: server_name

Type: server_name {0x0000)
Length: 20

¥ Server Name Indication extension
Server Name list length: 18
Server Name Type: host_name (0)
Server Name length: 15
Server Name: plus.google.com

23 f8 21 db

0000 00 3b 00 24 d6 b0 &9 7e 08 00 45 00

0010 00 e0 6¢ 15 40 00 40 06 f3 cd Oa 23 01 ©4 43 7d

0020 ©4 8a €2 01 O1 bb 99 26 6% of b2 4b 31 78 80 18

0030 00 73 9¢ fO 00 0O 01 01 08 Oa 0S 08 05 24 94 a2

0040 cb 05 16 03 01 00 a7 01 00 00 a3 03 01 51 & &

0050 db ¢S Oc 15 89 Se 45 S9 bd 64 Ca Sd eS 54 eb 51

0050 a7 3¢ 07 70 73 25 7d 31 a2 97 aa Se 93 00 00 48

0070 00 ff cO 0a cO 14 00 88 00 87 00 39 00 38 cO Of

008N eN 06 00 RA 0N 36 c0.07 _cN.08 £0 11 £0. 1300 45 s E »
@ Filo: ‘tmppwireshark_wlan0_201305...  Packets: 160 Displayed: 18 Marked: 0 Dropped: 0 Profile: Default

110



20193 & 29 FF A3 (pentesting.kr)

A4-1% HTTP M2 Rt
1. HTTP Au] =
(D fe] 3t 748 84 F sty
(2) TCP W2jol 7vts] £E W35 809 AHE
(3) A HTTP 1.1 ¥} A&
2. F23 HTTP &ld 3=

HTTP #Ho|2=+ 78] A gk WrwnWrwn(0d0a0d0a)< =3 HTTP 3lvle} HTTP vl =
T =, didels AW viy A W ARE A%

(1) Content-Length 35
HTTP vit]e] do] AHE A%
(2) Cache-Control &+

HTTP 1.0

pragma: no—cache

HTTP 1.1

cache-control: no-cache
(3) Set-Cookie &%

AB Zo A ZFgoldE Fo7 HY

rir

°
of\
1o
‘0,
o|\
1>
e
D

(4) Cookie 3%

ZefoldE ZoA M Zom nulE AFe AF w4
(5) Referer 3H&
A HolXE A3 B HolAR P&k A9 A HolX ARE A%

(6) Location &

A Fo]AE AGd B Ho)AR HAEeE A9 B HolX ARE A
3. F83% HTTP &% A A|A+

(1) GET A A=}

Aulel 712 Holx 24 A A
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(2) HEAD A A A}

GET A A2} Ed3t 7o FdskA &5 durt 834 Al A
(3) POST A A1 A}

SOl E SolA AR} v T2 AFstr] s ALE

(4) PUT A&

telel & Ast7] A8 AHE

(5) DELETE #] Az}

dlolel & AFAsk7] sl AHg

(6) OPTIONS #| 4| A}

A 7L oW g A RS ARESk=TE A oletr] flal ARE

5. URL ¢159

~

1) ASCII Z=ol gl FoE A3k 2=rolel ASCI Z=olA ®HAI A Fe 55 4
55 xdsr] fs) A

(2) sl =A< AL gk kol % 7IZE Eol ARE

UL Eiescing. %3Cscript%3E
<script> 7'
e o 063C%73%63%72%69%70%74%3E
6. S e ==
(1) 2009t} A F
(2) 300 o) A= 7
(3) 400 T ZeoldE = o7
(4) 500 ) M8 = o=
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A4-27 2017 OWASP TOP 10

OEEEE EECEERRERE

ol
o
12
jin
o
=
ro
o|\
R
Ach
ol
o
—n
{
o

(2) SQL A4 &4 M3 &7

root@xubuntu:~# mysql —u root —p

use injectiond;
select * from injectiont where user = 'tiger' and password = '4321";
select * from injectiont where user = 'tiger' and password = '4321' or '10' = '10';

select * from injectiont where user = 'tiger' or '10' = '10";#' and password = "";

&
—n
Wi
R}
e
)
O
—
2
inss
ofd
ihy

root@backbox:~# sqlmap —-D "dvwa" —-T "users" ——users ——passwords ——dump-all

Payload: cat=1 AND (SELECT 5477 FROM(SELECT COUNT(*),
CONCAT(0x716a787071,(SELECT (ELT(5477=5477,1))),
0x7162717171,FLOOR(RAND(0)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP
BY x)a)

o3} & A

SQL AolFo] F A9 AR AFE o3 Auel WSoRRE HolHE FEHE
7%

$id = $_POST['id'];
$pw = $_POST['pw'];

$get = "select * from injectiont where user = '$id' and password = '$pw'";
3 %]

$id = $_POSTI['id'];
$pw = $_POST['pw'];

$id = stripslashes($id); #stripslashes(Q) 4 &-&
$pw = stripslashes($pw);
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$id = mysql_real_escape_string($id); #mysql_real_escape_string() g5 3§
$pw = mysql_real_escape_string($pw);

$get = "select * from injectiont where user = '$id' and password = '$pw'";

(3) W&ol 449 =4
1) ping 8.8.8.8;cat /etc/passwd T3 Zo] HHAE 4
2) 42 A FE 7l HHo 55 55 A4

2. Akt AZ

-
N
[>
4
ol
o
—\711
.
)
=
o
o
)
r o
o
of
2
L)
it
=
)
<
ki
ofo
ot
=
UM
flo
AN
7
o
3
ox,

6. Z3e Hek 44
7. AR A]E 2 HE(XSS)

(1) XSS &4<] 7
:ndegnnglemmtestmg _j m “

« X (O code.google.com/testing X = el ok%2 2 eig

Exploratory testing with IFrames

F The page at code.google.com says: CoX

(Warning: This overview is known to be slow under Firefox 2. Firefox 3 should be fine)

Look ma, JavaScript!

URL: |<script=alert(Look ma, JavaScriptl)</script>

Frame size: width= . height=

| Update |

7 WAl 9 neks Ao AMaIYE ddofs] AR sy wEe WA ¥
2

EL BAE strip_tagsO) 5 5& ol&3) A7, htmlspecialchars() 3 5% o] &
af Ak FA= X3k
8. M3 ke 93}
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20199 &

=

=]
) 7

-
o

I EE 7]

=
<]

MS-SQL xp_cmdshell

\ao

[50)

al]
=K
ﬂo
oo
il
‘&.O
T

115



20193 & 29 FF A3 (pentesting.kr)

A4-3% 718 9Fd 4 &4

<Directory /var/www/html>
Options Indexes FollowSymLinks
AllowOverride None

Require all granted
</Directory>

(3 #]

<Directory /var/www/html>
Options FollowSymlLinks
AllowOverride None
Require all granted
</Directory>

(1) 24 9 B4 54

http://192.168.10.215/dvwa/vulnerabilities/fi/?
page=../../../../../etc/passwd

- 8 FHolMd HA2E HAT & Qs TAd d& ZE
(2) ¥2} <1mY(HEX Encoding) &4

http://192.168.10.215/dvwa/vulnerabilities/fi/?

page=%2E%2E%2F/%2E%2E%2F /% 2E%2E % 2F /% 2E% 2E% 2F/ % 2E % 2E % 2F
/etc/passwd

1) Hot v 58 3517 9 AAHer BE EAE URL Q39 s= 79

2) urldecode() 3¢} utf8_decode() 3 55 o]-&3] A7

(3) € uvlo] E(Null Byte) A4 =4

http://192.168.10.215/dvwa/vulnerabilities/fi/?

page=%2E%2E%2F/%2E%2E%2F /% 2E%2E % 2F /% 2E % 2E% 2F/ % 2E % 2E% 2F
/etc/passwd%00html

Sl $9A4E hml AT W Aue] £ AR E %00 o F
RS FAS A
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[l
=

2. %)

e
ol

Z:]_I

(1) ¥ANA includeO ¥4 requireO o] AAE 2ba] ofo] Q] AlAd] WHEAS
Adst= 71H

(2) php.ini°l A allow_url_fopen ##& Off2 A A

root@xubuntu:~# cat /etc/php/7.0/apache2/php.ini | grep allow_url_fopen

allow_url_fopen = On

3. 94 fr= 34

(1) 94 (Webshel) & ©]&3 324

(2) A== gde] A Adolyt AR w3ke] 42 & B2
4, ©g}o] B ulo] &2 = (Drive by Download) 32
1. User with vulnerable 2. IFrame embedded 3. The page redirects 4. If the exploit
computer visits in page secretly to another page succeeds, malware
compromised loads another page containing an exploit downloads from
Web page with another server to the
invisible IFrame victim’s computer
. BT

i |

N

User Compromised or Redirector Exploit Server Malware Server
Malicious Web Server
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A58 NTP AMH]2 RS+
(1) UDP 123%W 7]4ke] A|ZF 5713} AJH] 2

root@xubuntu:~# apt—get install ntp

root@xubuntu:~# ntpd ——help
ntpd - NTP daemon program — Ver. 4.2.8p10 #NTP ZZ 37 <& A|A A

olat W& A=

root@xubuntu:~# cat /etc/ntp.conf

ojat W& A=

root@xubuntu:~# service ntp restart
root@xubuntu:~# ntpq —p

ojat W& A=

root@xubuntu:~# ntpdc —c monlist 127.0.0.1

127.0.0.1: timed out, nothing received
**+*Request timed out

(2) NTP 5% ¥4

1) NTP HH]* monlist 7I'5& &3 TAAZE 54 A dFe Edas dF
3l skE A= 7Y

2) monlist 7]%
NTP AWl A&k A28 B=5S QA3 =938 7%
3) d-s WY

4.2.8 B o]Ao 2 AHo|ESZ HasAY, Jete/ntp.conf &7 A Q] restrict default &
2| noquery W8S F7}8 monlist 7] 5S v EA AE=E % §‘r
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A|67¢ SNMP A8 HQt

1. UDP Aol 7|dtsl] wiyA 7} &3 whalol| whe} oo dES] HeE FHAlsta #este
2. dOJHE(LE W& 1611 AFE)eF wjuA Afoloa] Fawte= doly M-S MIBEL

S Toous o AR Lot HBRE T

—
(@)}

Do
(1

E] Z:E%(Community String) 7Wd& &3l AT 7o FHsAAM A A o
=
=

= OE /K—lx%

¢

NETWORK : .
NLOADS Home Tutorials Reviews Software
& sonsestisnt
P Service fome - Sabs cowlmoﬁn.«mqlmnm lel
Sanchoe Service Marusl
Siop e service 5 Secuediy Logon Esichnst.  Swwd  Mawd rdicasen e
Bemars e renvce LSsarssodetTun .. Prowdess... Maal e n
Loearty Mroums .., Theeat,.,  Sated  Automan: Sl fnanzs
Desortion A Suxseity Curdssr TuhSCS... Swmd  Auloric (D... Covr | Fights |
aﬁz?a:‘::ﬂ:"f_f"’* Serve Swcorts fl.. Sared  Autesdc
processes by 5 corper It i SnadonProcect Ser, ST, Marnsl
sorven soalogrnd, the corputer sl tw o Sted Hardonew Dl Prorecba .. Sartedd Aulonaix
unable to process FHVP requests: IFRE % civpa et Enalvies . Autznsic
SETVCE B deiied, any servces that
excbaty deneed 0n ¢ wd fd 0 start, 3mart Card Managesa.., Hanual —_— I 4| Faree |
o St Cordd Roenore,. . Allowes the .. Ml
— SNV Sorvice Enbies S, Zaed AUtz X
SNV Trao Recanestr.., Marnsl { 0Saek SME gt ke ey el
5 Softwerw Prowrtin  Erwdshe th. Autorsai (... & Aocegr SHNF pacentr fmm $nom hoets
S Synds Log For. . SobWiads.. Autznic
4 5°F Notrication Ser, . Prowdes S, Marual
SISO 2 Scan... G ma.. Marn:d
5500t S50 2Secu... Fmogrates ... Suited Mared
45020580 2Upd . Dowmisazs. Marual . ] EA.. ] Henave I
NI Sy (SOARX, . Prodee ., Mrtserane
S0 Sevver AQet (... Excoutes ). Dot
45QU Sever rowser  Prowides 5. Dsabes Leam nzez about SHMP
SIL Sever WSS W, Proedes 1, Sarted Autoran:
1 S50 Disover y Dewovirs .. Swed Mo
LStwagelevie  Evorcesg., Manal o Creel_| |
StorsgeCraft [reag.. . StoeageCr., Db et TR s p |
\ Exrdid A Stanced /
B e — r

SNMP Service Configuration i x|

Community ights:
|READ ONLY ~|

Community Name:
public] g

5. SNMP AH]2 918 &

B>

(1) AFYE 2E" Fio] ~U

o
o
in
2

%ot

(2) SNMP &% &4
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A77 7€t DB AH|2 H kA

1. A (Aggregation)

2

FE9 el

ol

Foll a3t

rlr
o
fz
il
BN
i
:(,:g
=
4
M
lo
s
=
ol
ol
2
:(,)g
oft
o
rir
ol
s
il
J {
Jn

2. FE(Inference)

Heb Twol gl AR Hgod ¥ 71 AR

il

5
3. Hlo]¥ tJE7 (Data Diddling)

A ARE TE ARt WL AF] A 2
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dd F8 47 71E A 24

1. SIEM(Security Information & Event Management)2 IDS/IPS SolA AA3= 78 2
I8 3. #Esh] Ha dird oz gy g2 VeS AFd [20133 13 7)AH

(1) 21 3

A A Al 2"o)] X8 ool HEZ A SNMP &= Al ~8 2 71(SysLog) AWl #43s}
= 744

(2) 21 5%

BRI, [P Fhe oME S0 PAE FHA Jwa oy A 21 Aunye w4
e 74

fl

2. N&"l 2a(SysLog)= 7184 744 7HA & AR B3 SAS A A
TE A e UDP W4s S8 208 A5 o 3427 A28 27(SysLog) WA
AE EYEPE $8 ARE dobd 5 vk o3 wiEel RFC 3195914+ tha3t 2ol
5 7HA BeE Vs S AlEst=S Aasta glvk [20139 13] b 71AH

of

(1) 22 A% A=y B4s 98 92 A T2EFQ TCP B4S o &dtes A

(2) A"l Z71(SysLog) WAAl A Al 7]HA A8 98] Ala® Z1(SysLog) A1He
23 5 g A Hol2=E ®B3EE 4= 9 BEEF W3S o] &3leE dal

3. a2 Bt #A EUEF ot [20149 33 A} 7]AH

(1) Bk Fv] ZYE™
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(1) alert: A3z Ao w2} alerts YA 7L AR 715
(2) log: WA a8 F7),

(3) pass : A& FA| T},

o

(4) activate: alerts A A 7|31 U]-§-38F= dynamic AlZZYUAE Fa&shA g},
(5) dynamic: activateo] & A3} loget TL3 TS FH )
(6) drop : | A+ F 210 A

(7) reject: TCP ## At 218 A G 5 TCP Rest 7S dA45sla, UDP )
7 ket 215 A3 F icmp port unreachable W8S A%

(8) sdrop : | Z & AsA T 25 HA Btk

5. HTTP OPTIONS &% A|AIR} AFE L& [20143 43] 7|AH

root@metasploitable:~# telnet 127.0.0.1 80

Trying 127.0.0.1---

Connected to 127.0.0.1.

Escape character is "]'.

OPTIONS * HTTP/1.0

HTTP/1.1 200 OK

Data: Fri, 06 Feb 2015 17:48:04 GMT
Server: Apache

Content-Length: O

Allow: GET, HEAD, POST, OPTIONS, TRACE
Connection: close

Content-Type: text/plain; charset=UTF-8
Connection closed by foreign host.

6. T2 o] ¢ A (211.168.100.23)° A =]3F Q] &A] A|2~EIDS)o| A BA| 3k o]l
E AyE Bo Fa Yut o] AKE VxR #usid o] wFle] fxd HF YIS v
= ©A7E T A e, 4z FollA] 7EsiAl L

12/29-09:13:32 211.168.38.3:80 —> 211.168.100.23:80
TCP TTL:31 TOS:0X0 ID:39426 LPLEN:20 DGMLEN:44
w#ixxxSE SEQ:0X63BCECE1 ACK:0X1DB99ES3 WIN:0X404 TCPLEN:24"

")

7. 2 ofH WAF(Web Application FirewalDol A Ex]¥ oWlE F dXF-o|t} FZAx}7}
et FAWS »A L. [201564 53] 7|AH

Raw Body: Log=root&pwd=%27+ or + 1%3D1--&wp—submit="

SQL A4 &4
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o

8. 22 HTTP £33 &9 Aol Aio ©alal 2. [20153 53] 7]AH

i

[Request]

Get /home/greet/ HTTP/1.1

Accept : text/html, application/xhtml+ xml. */*

Accept-Language: ko-KR

User-Agent : Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: 192.168.19.131

DNT: 1

Proxy-Connection: Keep—Alive

[Responsel

HTTP/1.1 200 OK

Date: Fri,

<html>

<head>

<title>Index of /home/greet</title>
</head>

<body>
<h1>Index of /home/greet</hl1>

e
2
8
Ho
oft
o
o
)
ro

1 gy A93EH29) Ao

(2) &2 e Folelrl? 1 A8 (192.168.19.131)

l-o

(3) ¥4e) 4T o wa /1ES A

b

>
ol

< A3elA /home/greet HEED 3 555 FA

of
o
12

X,

it

=9 &4 #A& 93 SysAnalyzerE © 4]
ze A At AN 7 s2e Areirl e, [20169 5

>
>

CreateFileA(C:WwindowsWsystem32Wmsnsrv.exe)
CreateFileA(C:WwindowsWsystem32Wwassa.exe)

msnsrv.exe @ wassa.exe Y AA
KEY : HKLMWSYSTEMWCurrentControlSetWServicesWSharedAccessWParametersW

FirewallPolicyWStandardProfileWGloballyOpenPortsWList
Value : ""9070:TCP""=""9070:TCP:*:Enabled:Agent""

=9z vl A TCP 9070 ZE 3§

KEY : HKLMWSoftewareWMicrooftWWindowsWCureentVersionWRun
Value : ""wassa.exe""=""c: WWwindowsWWsystem32WWwassa.exe""
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wassa.exeE Q=2 AZ Al T8 AFS= A 22O 55

KEY : HKLMWSYSTEMWCurrentCnotrolSetWServicesWmsnsrv.exe
Value : ""Start""=dword:00000002

msnsrv.exe® YE$X AMu|Ad F dyPow 5=
KEY : HKLMWSOFTWAREWMicrosoftWWindowsWCurrentVerionWExplorerw

AdvancedWFolerWHiddenWSHOWALL
Value : ""CheckedValue""=dword:00000000"

AE9= GAY)9) BY $4 > £ Y L B SHE BAYOE WBL & 9 ¥

10. syslog.conf WES AAs ZE QA(kerne mail )0l thall BAro|xwt Fo)71 Q3
(normal, but significant condition) &1 thsl] /var/log/messages $Xol H7]¥ 3o}
[2015 53] A9 7]AH

* notice /var/log/messages

11. VLAN 7idS Adgsta 74 2o wE 75 A9aa| 2. [20159 53] 20173 7
3] A 71AH

(1) VLAN 71
dele B3 ATl BRENAE EHlE =g ZEsr] 9l AH&ate 7=
(2) VLAN &+

1) £E 7189k VLAN : 7}% dubs o2 Alg-8le= w2

2) # 7]8k VLAN @ 2} 3 2E59] ¥ $45 VLANO| T538k= W2

3)IP 71%F VLAN : Z} SAEE9 [P F+4E VLANO| SE3sl= W4

Destination Gateway Genmask Flags Iface
10.0.96.100 10.0.160.1 255.255.255.255 UGH ethO

10.0.64.0 10.0.160.2 255.255.255.0 uG ethO
10.0.64.0 10.0.160.3 255.255.192.0 uG ethO
10.0.128.0 10.0.160.4 255.255.192.0 uG ethO
10.0.160.0 = 255.255.254.0 U ethO
127.0.0.0 = 255.0.0.0 U lo

0.0.0.0 10.0.160.5 0.0.0.0 UG ethO

(1) 10.0.96.100 5-A X & ping W& 3 Al AL HE gateway ThE 2A|Q.
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10.0.160.1

(2) 10.0.122.100 A X2 ping H&H F3 A] ALEHE gateway T4

[%

!—o

Al
10.0.160.3

(3) 10.0.192.100 ZA A& ping WH & A AlE%HE gateway T4

%

Al Q..
10.0.160.5

13. t&S [PSec VPNE 58 A58 ®ob Au|aSo|th, yux] ) 7hAo] o
o2 7]k Al 2. [20159 63] 7]AH]

rok
o,
o
B

(1) 712X

(2) A Ede 550 U 7124
(3) HAZE 724

(4) dlolg 944 AF- FAA AF
(5) A Al

6) A% T4 HA

14, &2 A== A AAS Aadd Zolt AR A AAE 7Esia L. [20151 6

3] A4 71AH

(1) A& oJHlE AR

>,

N

)
>
LS
5
rlr
of\
bl
f
r (%]
fr
[
=2
o2
o
tlo
=
N
rlr
o,
=
[
ofrt
tlo
o
>~
>
e
B
£
o
Ll
i)
ol

(3) TEAMA 27 A

ZRA A TRAS F5e PDE HAle HH JNA A TS TRAA T
AAEA] oA RE A}

15. 91=5-= DNS A1 A4 A] DNS AHo] #jdh= = =
Auje] Mulz= ArE gEshs gas gas Aol gk (2016 73] 7]AH
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crontab -1
(2) sys#he= AF&A19] cron Hlo] &S A7) 93 crontab HWHEAE ZHAISIA Q..

crontab —u sys —e

(3) cron Ho] £ ""/bin/rm -rf"" H#Ho]E A}L3E] /home THED Wo & RE fHE
g 2 3d TS AAE] 918 crontab MEE AL, WIF oY 24 03:00
o EZ}o}uﬂ % %%3% /dev/null2 Bl 852 &7 31 BFE LF+ XF 8o
2 AYY s S5

0 3 * * 0 /bin/rm —rf /home/* > /dev/null 2>&1

17. ©&2 TCP 44 A4 Aol tigh W&olrt. Ztzto] Hl e A H3 dd HE
(Sequence Number)¢t &<l W& (Acknowledgment Number)S ZAdHA| 2. [2016@ 83
71AH

(1) SYN Zd 1 2% Seq.Num: 37892111 ACK.Num: *

(2) ACKe SYN Zd 1 49 Seq.Num:236548731 ACK.Num: 37892112

(3) ACK &1 4% Seq.Num: 37892112 ACK.Num: 236548732

18. 20143 499 TdAE 2 42 st golrg e FHHoz Mo AFZE T8
Mg HolHt =EHE A7d Wt wase] Axda sxegold] v A%H
g 2A7} AHIL Yk o] T BAF] AF 2wE BL ojdhst gt thg AR 7

k=
7k wslAl 2. [2016'd 83] 71AH

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,9091]
(content:""| 18 03 00| "";depth:3;content:""| 01| "";distance:2;within:1;

content:!""| 00| "";within:1;sid:1;)

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,90911]

(content:""| 18 03 01| "";depth:3;content:""| 01| "";distance:2;within:1;

content:!""| 00| "";within:1;sid:2;)

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,90911]
(content:""| 18 03 02| "";depth:3;content:""| 01| "";distance:2;within:1;

content:!""| 00| "";within:1;sid:3;)

() Hp ol

rlo
-
2,
r o
N
S
~D
of
(m
e
i,
o
[¢]

[aV]

5
o)
[¢]

(€]

e

W 7 7HAE A EsA

: i 1 Mule] 235 logrotate =T o|&3] Bystya 3ot o
Anol Add FAE 71EshAl 2. [2016@ 83 A 7]AH
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# cat httpd

/var/log/httpd/*log {
weekly #1574 S92 ZHAo|A
rotate 4 #4719 3 FJL& A&
compress #2771 UL ¢S BT

missingok
notifempty
sharedscripts
postrotate
/bin/kill ~HUP 'cat /var/run/httpd/httpd.pid 2>/dev/null' 2> /dev/null
endscript

20. #E 2 A¥oA] SSH 94 HZS TCP Wrapper =72 o] &3] oldj¢} Zo] A|gHatar
Z} st} o] 5 ¢]8l /etc/hosts.allow < ¥} /etc/hosts.deny o] F718 &S 7]&3)
A L. &, SSH o]2]e] AMu]zoli= J&o] glojof 3lH, SSH &2 sshdelt}. [2016'3 83
23 71AH

(1) 383 [P F24:192.168.159.133,10.10.10.0[/etc/hosts.allow oA Z+A]]

in.sshd: 192.168.159.133,10.10.10.0/255.255.255.0[ ¢4 €]

(2) 318 [P o]9o BE IP F4 W3] SSH A< E7}[/etc/hosts.deny oA FA]]

sshd: ALL
21. By oW ZRS$ ¥4L mrge g9y vy A7]2 23 %o dHolHE JH s
o|& Q3] TR A s8] vy A HE e FAS Wikt [20173 93] 7)AH

(1) W3 eHIZES T4 29 g9 g vy
7V )2 JEd B F4A(Return Address)ES WA

=g 29

A T DEIER
AR} Qe lelel =

(2) W3 eHIZ=ES T4
o HolH(dd 7Medt 2

)
A7} et ool meg 49

ot
K

1A 7+
HA st wzl @ 7lHolrh 1P HolH s WAt @ tepdump WE F otk
(e (2)+ (3)0] 9nsl= vlE 2 A9 [201738 93] 7]AH]

[B7]]

04:05:493961718 < 10.10.10.1 > 10.10.10.100: (frag 22666:1480@2960+) (ttl 128)

(1) 22666

@#st IDE 9y

127



20193 & 29 FF A3 (pentesting.kr)

(2) 1480

IP A& Ales dHste 715 97

(3) 2960+

o] Al $1X (Offset) 7} 29600] a1, F7F & (+)o] Utk
23. dE5-= YAXEL ] stoln

(1) HKEY_CLASSES_ROOT(HKCR)

%

3 AAd. OLE A4 282 D9} 22 559 &

[d

2a9e) gus 4%
(2) HKEY_CURRENT_USER(HKCU)
@A 2aod g 44 4%

(3) HKEY_LOCAL_MACHINEMHKLM)

(4) HKEY_USERS(HKU)
AHE 591 7 Abg A 2k o] HKEY_CURRENT_USER 7)ol X3l MBS A%

(5) HKEY_CURRENT_CONFIG

-

A AZrel A AR

il

& &

128



